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On February 13th 2002, The Office of Management and Budget released a report to Congress evaluating the Federal government’s investment in information security.  Among other findings, the report stated they found no evidence of correlation between the amount spent on information security and the level of security performance.
Though it is unlikely that there is actually zero correlation between security spending and performance, this example is evidence that there is much more to improving information security than merely investing in it.  We may think of defining a maximum level of security for a system, monotonically increasing in level of investment, which is achieved only if those resources are applied optimally.  Though today’s allocations may be far from optimal, with research and practice we hope to see improvements in the efficiency with which resources are allocated.
One significant problem in allocating resources is measuring the performance of information security.  Many professionals have difficulty applying management concepts such as ROI (return on investment) to security spending.  Security investments are judged successful to the extent that they reduce the probability of loss from attacks.  However, these effects are context dependent. For example, a bank copes with different threats than a web-site based firm (e.g. eBay) or a firm whose value of proprietary information is their most precious asset.  Each would obtain a different value from the same information security investment.  Therefore the optimal amount and type of security investment is different for each individual, firm, and network participant.
A rational decision maker will invest further in information security if the cost of the investment is less than the monetarily equivalent gain realized from a reduced risk of loss. This calibration, played out on each type of information security risk, should yield a risk curve similar to that which has been observed in industries as diverse as airlines and power plants, where the probability of an accident is inversely proportional to its costs.  This occurs as resources are allocated to hedging against risks until this curve is reached.  The same phenomenon should eventually occur in cyber-security.
This seems to imply a kind of equilibrium value for the expected losses due to attacks.  If such an equilibrium pertains, it is likely to be constantly shifting.. The art of cyber-attack is being perfected every day. It also drives improvement and changes in the art or science of cyber-defense.  This co-evolution between the vast and rich world of cyber-attacks and the complicated and heterogeneous world of cyber-defense may yield a shifting sequence of equilibria.  Not only is the level of cyber-security not stable, but it is far from obvious that today we are anywhere close to this dynamic equilibrium.

However, this postulation makes assumptions that may be interesting to question.  Does this imply that there is a cost for the attacker which is raised by cyber-defense? What does this cost consist of?  The answers clearly depend on the specifics.  Both the attacker’s and the defender’s costs obey completely different logics depending on the nature and scale of the attack.
The economics of information security is not a “one size fits all” problem. Viruses, worms, denial of service attacks, mal-ware, website defacements, information theft, cyber-sabotage and cyber-terrorism all have very different economic dynamics from both the attacking and defending viewpoints.  Some defenses are specific to an individual, while others require the participation of many, if not all, network participants, introducing principle-agent and public good implications.
Our work is to extend principles and paradigms from the field of economics to that of information security.  We examine investment in information security and how it relates to the risks and expected losses associated with diverse cyber-attacks, using a conceptual framework borrowed from the economics of risk analysis. We propose that using these economic concepts introduces transparency in the opaque world of information security, and also provides a basis for some normative analysis.

