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Abstract

Software vulnerability disclosure has become a critical area of concern for policy-makers. Tradition-
ally, Computer Emergency Response Team (CERT) has been acting as an infomediary between benign
identifiers (who report vulnerability information voluntarily) and software users. After verifying a re-
ported vulnerability, the infomediary — CERT — sends out a public “advisory” so that users can safeguard
their systems against potential exploits. Of late, firms such as iDefense have been implementing a differ-
ent market-based approach for vulnerability disclosure where the “market-based” infomediary provides
monetary rewards to identifiers for each vulnerability disclosed to it. The infomediary shares this infor-
mation with its client base. Using this information, clients protect themselves against attacks that exploit
those specific vulnerabilities.

The key question addressed in our paper is whether movement towards such a market-based mech-
anism for vulnerability disclosure leads to a better social outcome. Our analysis demonstrates that an
active “market-based mechanism” for vulnerabilities almost always underperforms a passive CERT-type
mechanism. We provide intuitions to this counter-intuitive result. Further, our paper provides policy
recommendations that improve the relative performance of the market-based mechanism though not
completely. Finally, we extend our analysis and analyze a new mechanism — “Federally-Funded Social
Planner” — that always performs better than a market-based mechanism.

1 Introduction

One of government’s fundamental jobs is deciding what goods and services should be provided by which
types of markets. The US has decided that postal delivery and national defense services should be provided
by the government. Utilities used to be primarily regulated monopolies but now operate in regulated com-
petition. Grocery stores are largely unregulated. The choice is usually (supposed to be) made on the basis
of social welfare, including efficiency and equity considerations. Here we offer the first ever such analysis
with regard to the market for software vulnerability detection.

Traditionally, Computer Emergency Response Team (CERT) has been actingnésnaediarybe-
tweenbenign identifiersvho report vulnerability information and software users. CERT's role evolved
during the early days of the Internet when vulnerability discovery and reporting was relatively infrequent.
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Since no market existed for vulnerabilities, CERT’s role was crucial in disseminating vulnerability infor-
mation efficiently. After verifying a reported vulnerability and coordinating with vendors, the infomediary

— CERT - typically sends out a public “advisory” so as to allow users to safeguard their systems against
potential exploits. In order to ensure that such public notifications are not exploitetldakersto attack
software users, CERT follows a series of steps before such a disclosure. The steps include contacting the
vendor for the appropriate patch, waiting for an appropriate time before publicly disclosing the vulnerabil-
ity, etc. In this mechanism, reporting vulnerabilities is voluntary with no explicit monetary gains to benign
identifiers.

Of late, either due to the increased value of electronic assets or due to the penetration of the Internet,
the number of vulnerabilities discovered has increased. For example, 4129 vulnerabilities were reported
in 2002, whereas only 1090 were reported in 2000 (CERT (2003)). This has also led to the creation of a
market for vulnerability where firms such as iDefehbave been acting as infomediaries. In tiiarket-
based mechanisnthe infomediary offers monetary reward to the identifier for every vulnerability reported
to it. The infomediary then shares this information with users of this software who are subscribed to its
service. Using this information along with other value added servivb&h the market-based infomediary
provides, subscribers can protect themselves against attacks that exploit those specific vulnerabilities.

The key question addressed in this paper is whether such a movement towards a market-based mech-
anism leads to a better social outcome? The answer is not obvious. On one hand, monetary incentives to
discover vulnerabilities may lead to benign identifiers investing more effort and time in finding them. And
this would lead to a better social outcome. But on the other hand, the same incentives may also lead to
arace for vulnerability discovery (See Dasgupta & Stiglitz (1980) for race in R&D investments) between
benign identifiers and attackers. If this happens and the number of vulnerabilities discovered by the attacker
increases, it may decrease social welfare. Note that a monopolistic market-based infomediary has an incen-
tive to serve only a fraction of the entire market exposing users not subscribed to infomediary’s service to
attacks. Also, the non-subscribers may suffer adversely when the monopolist misuses vulnerability infor-
mation to increase its profits. This may lead to further destroying social welfare. We term such a market
as anunregulated marketBut even in aegulated marketvhere a monopolistic infomediary cannot misuse
information, the answer is unclear.

From a policy-maker’s perspective, understanding this question is crucial. If markets perform at least
as well as traditional mechanisms like the CERT-type one, then policy-makers need to reshape the role of
such institutions in the future. Moreover, this also means that our policies should encourage such markets.
On the other hand, if markets decrease welfare and they are here to stay, then policy-makers need to think
about regulations that may achieve the desired objective. One key contribution of our paper is to argue that
while software security typically has been a domain of computer scientists and technical researchers, it is
the emerging economic and market mechanism questions that have significant social welfare implications.
Even so, there is little academic research in this area to draw from. Our paper tries to bridge this gap by
analyzing the economic efficacy of these mechanisms and by providing appropriate policy guidelines.

Lwww.iDefense.com/contributor.htm|

2For example, the infomediary may deliver a patch for the vulnerability or provide filters to protect against attacks that exploit
the vulnerability. Sometimes, simply the information that such vulnerability exists is crucial for firms because they usually can not
keep track of all such details.



2 Literature Review

Much of the prior work in the software vulnerability and information security area has focused on the
technical aspects of the problem (e.g., Krstlal. (1998), Du & Mathur (1998)). There have software
engineering literature that has focused on process improvements and shown that when such techniques are
incorporated, the software quality improves i.e., the software has fewer vulnerabilities (Baakétr998)).

But it is widely believed that vulnerabilities and therefore, attacks exploiting these vulnerabilities cannot be
completely eliminated.

Given this, a few papers have analyzed related problems in the information security space (in the
interest of space, we list those relevant papers). Gordon & Loeb (2002) develop an economic model for
information security investment decisions. Similarly, Arataal. (2003) develop an economic model to
study a vendor’s decision of when to introduce its software and whether or not to patch vulnerabilities in
its software. To our knowledge, no prior work has addressed specific issues discussed in the introduction.
Academicians and practitioners in different capacities have been proposing different legal/economic frame-
works for software vulnerability disclosure (e Week (2003), Varian (2000)). But since this area of research
is relatively nascent and much of the work is yet to come, policy-makers are left with little guidance in
understanding the implications of different frameworks. Our paper is unique in providing a formal model to
analyze different disclosure mechanisms.

3 Model

There are four main participants in our model — the infomediarenign identifier, a attacker and software
users. Note that we consider only a monopolistic market-structure for the infomediary. It is interesting
because this market is likely to yield to natural monopoly. In this markety,ldéte the reward paid to

the benign identifier by the infomediary for each vulnerability reported. jp,etepresent the one-time
subscription fee that the infomediary charges each of its subscribers — software user.

The (py, ps) pair set by the infomediary determines the number of subscribers (and hence the market
share) to this service, the number of vulnerabilities reported by the benign identifier and the probability of
attacks. But the optimal priceg andp, are themselves determined by market share, number of vulnerabil-
ities reported, etc. Therefore, we model this as a two period game. In the first period, the infomediary sets
its pricing policy to maximize its objective function and in the second period, all other players — software
users, the benign identifier and the attacker — react. However when solving this game, we first solve for the
reaction of the benign identifier, the attacker and software users for a @giyen ) pair and then, solve for
the optimal(py, ps) using backward induction. Ultimately, our goal is to calculate the welfare-metrics — the
total industry loss and the total user loss — for each mechanism based on these prices and market share.

Without loss of generality, we assume that there is one vulnerability in the product and that the benign
identifier and the attacker attempt to discover it. Having only one vulnerability allows us to model everything
as probability measures. L&t,....0€ the probability that the vulnerability is first discovered by the attacker.

In this case, the attacker exploits the vulnerability to attack all users (even including the subscribers to the
infomediary’s service). Similarly, le.,.«.s0€ the probability that the vulnerability is first discovered by

SiDefense, CERT, federally funded planner are all examples of infomediary.



the benign identifier who reports it to the infomediarafter obtaining the vulnerability information, the
infomediary notifies its subscribers so that they can protect their systems against potential future attacks.
Let K, «eneal€present the probability that the attack is prevented by subscribing to the infomediary’s service
i.e., KpeveniealS the value provided by the infomediary. This probability is distinguished between a regulated
mechanism and an unregulated mechanism.

The key consideration here is what does the infomediary do with the vulnerability information? We
argue that the market-based infomediary always has an incentive to “leak” vulnerability information without
proper safeguard. This serves to threaten to non-subscribers who may be subjected to attacks exploiting the
vulnerability. Such a mechanism is referred to as the unregulated mechanism. In contrast, the monopolistic
infomediary in a regulated market will make the information public only with proper safeguards such that
users not subscribed to the service are not affected adversely. Therefore, we use superscripts to distinguish
between the regulated and the unregulated case.

Ko if it is an unregulated market

K = prevented .
prevente KMk ifit is a regulated market

prevented

4 Unregulated Market

Let N represent market share of infomediary. Our objective, in this subsection, is to characterize the expres-
sions for the probabilitie& cponeq K2, oy KaraceraNd N @s functions op, andp,

prevented

4.1 Characterizing the Number of Subscribers

We assume that software users are heterogeneous in terms of the loss they incur when a vulnerability is
exploited. Let the user “loss”-typé, be distributed betwee, 6] with the distribution functior¥’(6). Any

software uset of type6; is assumed to incur a loss @ when the vulnerability is exploited. The software

users have an option of preventing attacks on their systems by subscribing to the infomediary’s service. Let
the subscription fee charged by infomediary;Re Any useri, whose expected profit from subscribing,

Mo = 07 K% .— ps > 0 subscribes to the service. The first term corresponds to the loss prevented by

subscribing to the service and the second term corresponds to the payment made to the infomediary. Given
these, infomediary’s market share is:

N:l—F( e ) (1)

prevente

In a mechanism where software users are not charged any price at all ke(), N = 1.

4.2 Characterizing K eporeds 552 oo @NA K apacier

prevented?

The (py, ps) pair set by the infomediary determines the effort levels exerted by the benign identifier and the
attacker which in turn, dictat® cpores K o eq@Nd Kanacker Although our results hold good for any generic

prevented

functional forms, we need specific expressions to be able to obtain a tractable solution. We obtain this

“By definition, a benign identifier does not exploit the vulnerability.



expression by modeling the competition between a benign identifier and a attacker within the software’s life
cycle period;,T.

Competition between the Benign Identifier and the attacker

Within the time periodl’, we assume that the probability thapkyer — the benign identifier or the at-
tacker — discovers the vulnerability without exerting any effort is a random variablé), 1] with uniform
distribution. Thus, given our distributional assumptignijs the probability density function (pdf) for the
vulnerability being discovered by either player at any time 7. Players can altey and hence, the pdf by
exerting effort. We assume that a benign identifier exerts an effofthis effort increases its pdf t@;ﬁl.
Similarly, the attacker exerts an effort level @that increases its pdf t@i’%. Given these effort levels, we
compute the probabilities”

K eponea: The probability that the vulnerability is reported corresponds to the probability that the vulnerability
is first discovered by the benign identifier and reported to the infomediary.

T
Koepored— / Probabilitybenign — ¢) Probability(atiacker < t) dt
0

Probabilitybenign = t) is the probability that the vulnerability is identified by the benign identifier at time
t by exerting an effortv. Probabilitfattacker < t) is the probability that the vulnerability hamt been
identified by the attacker exerting effgftuntil time¢. Therefore,

Krepores = /OT a ;L 7 (1 _ ;W) dt = (a +7) (1 — (ﬂ—zm)) ®)

K, evened: The probability that an attack is prevented corresponds to the value provided by the infomediary’s
service. It is important to note that when the infomediary in an unregulated market “leaks” the vulnerability
information without proper safeguards, all reported vulnerabilities become exploitable. Thus by subscribing
to infomediary’s service, a user can prevent all those attacks that occur whenever the benign identifier reports
the vulnerability to the infomediary. Therefore, the value of infomediary services is simply

eal ﬁ +
Kpl)re\ljented = Kieporea= (a + '7) (1 - (27)> (3)

We will show in the next section how to calculai&p == when the monopolist is regulated.

revented

K.aaer the probability that the vulnerability is first discovered by the attacker is

T
Koo — /0 Probability(attacker — t) ProbabilityGenign < t) dt

(a+7))

. )

= @+ (1-

When the vulnerability is first discovered by the attacker, the attacker attacks all users including the sub-
scribers of the infomediary’s service.



Optimal Effort Level

Recall that the effort exerted by the benign identifier increases her probability of finding the vulnerability
to a + . This effort is rewarded withy, if she discovers the vulnerability before the attacker. Since
K.eponeaiS the probability that the benign identifier discovers the vulnerability first, her expected revenue is
b Kiepoes FOr SOme effort leved, the benign identifier’s cost i6'(«). Thus, the expected profit for the
benign identifier idl, = Keporeaps — C(a). If C(a) = Ma? whereM is an exogenous constant used for
scaling purposes such thatand are boundedb, 1],

= (@) (1- 5 ) - o ©)

Next, consider the attacker's expected profit. The attacker benefits by attacking all users if he dis-
covers the vulnerability first. But if he discovers the vulnerability after the benign identifier, he obtains the
profit only from attacking users not part of the infomediary’s subscriptigve assume that if the attacker is
successful in attacking a user of tyfyehe gains a profit of;. Note that the functional form of the attacker’s
profit function is intentionally made to be different from the loss suffered by the uggP -The attacker’s
cost isC(f3). Therefore,

7 [
Hh — Kattacker </ 0 dF(9)> +Kleak (/ KLrebentadg dF(H)) _C(ﬂ)
0 0

prevented

Attacker discovers first: Attacks all users Attacker discovers next: Attacks non-subscribers

The optimal attacker effor{3*, is a solution of this implicit equation which requires some functional form
assumption fo#"(9). To ensure analytical tractability, we l¢to be distributed uniformlyo, 4]. It means,

F(0) = % Note that this assumption, when combined with the non-linear loss functigr--assumed for

each user, reflects the empirical observations quite well i.e., many users suffer smaller losses while a few
users suffer huge losses. Substituting#g#) and simplifying the equation,

CRR I R 2
2 5 + Kpreventedm - M ﬁ

prevented

mo= @+ (1-

Since we know the expected profits for both benign identifier and the attacker, we can solve for aptimal
andg and get

of = (8M—§)pb(2_7)
32M2—p, 0

go_ @oUM-p)d
32 M2 —p, 6

SIt is trivial to show that attacker never finds it optimal to sell the vulnerability.

bIn some cases, the attackers may gain a lot by gaining access even though users may not lose a lot. In some other cases, the
attackers may not gain as much but the cost to the user could be really high. For example, sometimes, the attackers may take down
a web-site causing significant damages to users though they might not gain correspondingly.



Note that sincex + v and 3 + v are probabilities, they should be boundédl] for any reasonable
result. We let the scaling factdi to ensure this. Lef/,;, be the threshold value above which the prob-
abilities are bounded. For the rest of the analysis, we assume M,,. For M > M,,, we observe the
following properties in these equations:

e Both parameters e and( — are independent gf;.

e As p, increasesq increases bup decreases. This suggests that while effort exerted by the benign
identifier increases with,, this, in turn, imposes a negative externality on the attacker’s incentives
and reduces his efforts.

e For a givenp,, both the benign identifier and the attacker have incentives to increase their efforts as
decreases.

e Finally, asM increases, i.e., the cost of exerting effort increases, the optimal effort lewélard*
— decrease as expected.

Based on the values, one can now calculate various probabilities. We nofé%iﬁ%’\i > 0; and ‘9Ka;;a°k6' <
0. Therefore, attackers and benign identifiers impose negative externality on each other. Moreover, as the
baseline probability of discovering the vulnerability without efforty — increases, all three probabilities

O leak i ) .
> 0, F’,’eve”‘ed >0, MV > 0. Finally M increases, all three probabilities decrease

dy
leak
ie. 6fgeported < 0 8I<per2vented< 0 dKattacker< 0.

increase i.e.; ‘9K'e"°”e"

4.3 Optimal Pricing p, and p,

As is common in subgame perfect equilibrium, we first calculate the second period consequence of first
period action and based on those outcomes, calculate the optimal first period actions. Now based on the
calculated probabilities, we calculate the optimakndp, which the market-based infomediary sets. The
infomediary maximizes

max N Ds - Kreponecpb
DPb;Ps N——" ———

Revenue to the infomediary ~ Cost incurred to pay for each vulnerability reported

We substituting forV from equation 1 and using () = % Based on the first order conditions, we derive

p; andp;. We also observe tha%%’t < 0 which implies that as users voluntarily provide vulnerability
information, incentives to find vulnerability disclosure decreases.

4.3.1 Welfare-Metrics

Our final goal is to analyze how the welfare changes under different market conditions. To measure the
efficacy of this unregulated market-based mechanism, we compute the total user loss as:

ULex = K, eejdo + Kok " N)eejde + N (6)
MARKET attacker 0 7 prevented 0 0 Ps

Subscription Paid

Attacker discovers first: Attacks all users Attacker discovers next: Attacks non-subscribers

7



By substituting formy, pj, K ane@Nd Kaaoer ONE CAN COMPUtE LS, .. Similarly, one can compute the

total industry loss. Equation 6, which corresponds to the user loss, is combined with the infomediary’s profit
to obtain the industry loss expression

e — K R e T ) Lk @)
MARKET — attacker 0 g prevented 0 g reported Pb

Given these expressions, the following observation is worth noting: For a@iygrp, andM, recall
that K% . Kanacer@Nd K eporeaiNCrease ag increases. But ag increasesy; decreases which further aids

prevented

the increase inKamke,(sincemgaigzcker < 0). Both these factors makéL g3, .. andI L . increase withy.

4.4 User Loss in CERT-Type Mechanism

Recall that in the CERT-type mechanism, no money is paid to the benign identifier for reporting the vul-
nerability, i.e.,p, = 0. Also, no subscription is charged and the vulnerability information is provided to all
usersi.e.ps = 0 andN = 1. Given this, the user loss and the industry loss are identical in the CERT-type
mechanism:

0 92
U Lcerr = I Legrr = Kanacker /0 ? do (8)

To compute this equation, we derive the expressiomfoand 5* using a framework similar to that in the
earlier sectiona™ = 0 and the benign identifier does not exert any effort at all. But the vulnerability is still
discovered by the benign identifier with a probabilityrgfand reported to the infomediary. On the other
hand, the attacker invests an optiniél Using «* and 5%, we computei ... Which is then substituted
back in equation 8 to obtain

(2—7)((2=7)0 +8 My)d"

ULCERT = ILCERT = 48 M

(9)

When~y = 0, ULcgrr = I Legrr = %}{ This corresponds to the condition when the vulnerability
is never reported to the CERT-type infomediary. Butyaacreases, the CERT-type infomediary provides
some value. This is becauseamcreases, the probability that the benign identifier reports the vulnerability
is higher. But the same is true for the attacker. The attacker also finds it easier to discover the vulnerability
which implies that the probability of an attack exploiting the vulnerability increases. Hence the higher the
v, the higher the user loss. But the rate of increasE bfexr and I Lerr With respect toy is lower in the
CERT-type mechanism than in the market-based mechanism. This drives the comparisons executed in the

following subsection.

4.5 Comparative Static: CERT Versus Unregulated Market

The following propositions outline the main insight (Proofs have not been shown because of space con-
straints):

Proposition 4.1 1. Even aty = 0, for a givenM, there exists & such that the user loss in the unregu-
lated market-based mechanism is more than that in the CERT-type one.

8



2. Aty = 0, for someM > M, the user loss in the unregulated market-based mechanism is always
more than that in the CERT-type mechanism.

The striking part of the result is that even when= 0, the market-based mechanism may under-
perform relative to its CERT-type counterpart. Note that since no one reports any vulnerability information
voluntarily to CERT wheny = 0, CERT has no role to play. In short, there is no market left. But even
when~ = 0, the market-based infomediary gathers vulnerability information from the benign identifier by
rewarding discovery and disseminates that information to its subscribers. In other words, an active market
exists. One would expect that having even a monopolistic market-based infomediary is better than having
none at all. But our results show that a monopolistic market-based infomediary in an unregulated market is
almost always worse than having no market at all from users’ point of view.

What is the intuition behind this perverse result? The key insight is that a monopolistic market-
based infomediary in an unregulated framework always has an incentive to misuse the vulnerability in-
formation. Whenever the benign identifier reports the vulnerability information, the infomediary protects
its own subscribers but it “leaks” the information without appropriate safeguards. This “leakage” exposes
non-subscribers to attacks from the attacker. The “leakage” also serves to increase the users’ incentives to
subscribe to the infomediary’s service which, in turn, allows the monopolist to charge a higher subscription
fee,ps, and thus eroding user welfare.

These two propositions highlight the fact that an unregulated market-based mechanism will be better
than the CERT-type mechanism only for a small parameter region. Otherwise, the unregulated market-
based mechanism is worse than a “no market” mechanism like the CERT-type one. Stated differently, doing
nothing to incentivize vulnerability discovery is almost always better than letting a monopolist enter an
unregulated market.

5 Regulated Market — Without “Leakage”

As we noted previously, the key difference between a regulated and an unregulated market-based mechanism
is whether the infomediary “leaks” the vulnerability information. In an unregulated market-based mecha-
nism, the infomediary “leaks” the vulnerability information without proper safeguard. Hence, subscribing

to the infomediary’s service prevents the attack that would have resulted even when the benign identifier
reports the vulnerability to infomediary. Therefol€;a, ;= Kieporea@S Shown in equation 3. But in the
regulated market-based mechanism, the infomediary is bounded by regulation to not “leak” the vulnerability
information without safeguards. In this case, the value of the infomediary’'s seijgEy., is simply the

number of vulnerabilities discovered by the benign identifier that could have otherwise resulted in attacks.

Mathematically,

T
KMok — / Probability attacker = t) Probabilitybenign < t) dt = (o + 7) (W>
0

prevented 2

The other probabilitie#ace@NA K epoeal€main the same. Similar to the unregulated mechanism, we derive
the expressions far* and3* which are then substituted to COMPUtGackes K repores ANAK o5k o Similar to
the earlier case, the infomediary maximizes its expected profit function

max N Ds — Kreportecpb (10)
Db,Ps



Based on the first order conditions, we obtajnandp;. Using these;, p;, K uea@Nd Kagaoer WE alsO
calculate the total user losg,.Lioea | and the total industry losgLic.ca .

7 62 (1-N)8 62

ULnM(;leezaKZT = Kattacker </ = d@) + K::a\lx?ei‘:ed (/ 5 d9> + Nps (11)
o 0 0 0
0 92 (1-N)6 g2

ILnMCX;aKlET = Kaacker <A j de) + K;roe\l,zz‘:ed </0 j d9> + Kreportedpb (12)

Note that the expressions are similar to those in equation 6 and equation 7 except thalifFifsmstead
of Ksa..a We are again interested in comparing the performance of the regulated market-based mechanism

with the CERT-type mechanism. Similar to the earlier case, note that the rate of increase of user loss with
respect toy is higher in the regulated market-based mechanism than in the CERT-type one.

5.1 Comparative Static: CERT versus Regulated Market

The following proposition shows that the performance of the market-based scheme improves but only
marginally.

Proposition 5.1 There always exists & > 0 below which a regulated market-based mechanism outper-
forms the CERT-type one. Otherwise, the CERT-type mechanism is better.

Reassuringly, at least we find that when= 0, a regulated market-based mechanism outperforms
the CERT-type mechanism. We reiterate that whes 0, no vulnerabilities are reported to the CERT-
type infomediary and therefore, the CERT-type mechanism has little value. In contrast, the market-based
mechanism incentivizes the benign identifier to discover the vulnerability. Since the regulation prevents the
monopolistic market-based infomediary from misusing the information, we observe that the market-based
scheme outperforms the CERT-type one (which is a “no market” mechanism). Therefore, the idea that even
a monopolist is better than having no market at all, holds true in this case.

As v increases, both the CERT-type mechanism and the market-based mechanism incur higher loss.
However, recall that the rate of increase of user loss in the market-based mechanism is higher than that in
the CERT-type mechanism. This implies that markets are better only for some lower valugefond the
critical value ofy, even the regulated market-based mechanism underperforms.

6 Isthere a better Mechanism? Federally Funded Social Planner

The major goal of this paper is to analyze the welfare implications of different software vulnerability dis-
closure mechanisms. In this section, we extend the earlier model to investigate whether a better mechanism
exists. We determine that the optimal mechanism is the one where an infomediary incentivizes vulnerability
discovery but it does not charge any subscription fee and provides vulnerability information to all users
with proper safeguards. Stated differently, the optimal mechanism is akin to a “Federally Funded” program
where an infomediary like CERT acts not only as a social planner in minimizing the industry loss but also
as an infomediary incentivizing vulnerability discovery by paying

10



Recall that the total industry loss is given by

g / Ps
IL — Kattacker </ 92d0> + K;laer:\ljented (/ Kpfevemed 02d6) + Kr&porledpb
0 0 ~——

Money to benign identifiers

Attacker discovers first: Attacks all users Attacker discovers next: Attacks non-subscribers

The infomediary’s objective function is
min I L (13)

Pb:Ps

In order to solve for the optimai, andp,, we obtain the expression for the probabilitie& saceraNd K eported

—ina manner similar to that of the unregulated market. Based on the first order condition, webdbtain

This means that disclosing the vulnerability to all users is the optimal mechanism. Similarly, we obtain the
optimalp; as well.

As expected, we note thaf decreases ag increases. This is intuitive — as the benign identifier
finds it easier to search and report vulnerabilities, there is little reason to encourage. From this, it is imme-
diately obvious that for some value of p, = 0 and that corresponds to the federally funded mechanism
being identical to the CERT-type mechanism. We compute the threshold value/loén the CERT-type
mechanism is identical to the Federally funded mechanism as

26"
AS M2 —AM O +0°

Yrep =

Naturally, our interest lies in comparing the two schemes when7,..,. So how does the welfare change
when CERT starts paying money to the benign identifier? To answer this question, we characterize the
expected user loss and industry loss expressions. Based on those characterization, we state the following

Proposition 6.1 For v < 7., the federally funded social planner outperforms both the CERT-type mech-
anism and the regulated market-based mechanism along both the metrics — the total user loss and the total
industry loss.

This is a very interesting result. Essentially, we argue that the CERT-type mechanism will be better
off if it starts paying out some monetary benefits to the benign identifier, especially if the probability of the
vulnerability being reported voluntarily is low. By incentivizing the benign identifier, a federally funded
social planner imposes a negative externality on the attacker. Overall, this leads to a better social outcome.

If monetary payment is difficult to implement, one can argue that even non monetary benefits might
generate similar results. Therefore, via some non monetary benefit (e.g., due recognition of the identifier),
CERT would be able to improve social welfare.

7 Conclusion

In conclusion, we analyze the implication of this market-based mechanism relative to other mechanisms and
show the following:

11



e Contrary to market efficiency arguments, a monopolistic market-maker in an unregulated framework
deteriorates the user welfare to the extent that it is almost always worse than even doing nothing.
This is because in an unregulated market, the monopolistic market-maker always has an incentive to
“leak” any vulnerability it receives from the benign identifier without proper safeguards. This serves
to reduce the overall welfare.

e When users voluntarily provide vulnerability information, the market-based mechanism does not per-
form as well as the CERT-type mechanism even when it is regulated. When voluntary disclosure is
low, encouraging a market-based mechanism but with regulation is a good idea.

e Finally, the best mechanism to implement is to let “CERT” fund vulnerability discovery.

While our results have interesting implications, our analysis is not without limitations. For tractability
reasons, we use specific functional forms. One future direction would be to use more general functional
forms. In addition, we also assume that attacks on software users occur instantaneously which can be
generalized as well. We can also consider duopoly market structure and see whether it performs better than
CERT. Another interesting extension of this paper would be to empirically validate our model.
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