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Abstract

We model economic behavior of attackers when they are able to obtain complete information about the
security characteristics of targets and when such information is unavailable. We find that when attackers
are able to distinguish targets by their security characteristics and switch between multiple alternative
targets, the effect of a given security measure is stronger. That is due to the fact that attackers rationally
put more effort into attacking systems with low security levels. Ignoring that effect would result in
underinvestment in security or misallocation of security resources. We also find that systems with better
levels of protection have stronger incentives to reveal their security characteristics to attackers than poorly
protected systems. Those results have important implications for security practices and policy issues.

1. Introduction

The importance of developing quantitative models of computer security has been widely recognized
in economics (Gordon&Loeb, 2005), computer science (Schechter, 2004, Liu et al., 2005), and
dependable computing (Littlewood et al., 1993, Avizienis et al., 2004). More specifically, great attention
has been paid to analyzing the interaction of computer systems with the operational environment, which,
from the security standpoint, includes the behavior of attackers as one of the main components.
Quantitative techniques for evaluating attackers’ behavior have been fruitfully applied (Avizienis et al.,
2000, Nicol et al., 2004) and several models of attackers’ behavior have been proposed
(Jonsson&Olovsson, 1997, Ortalo et al., 1999, McDermott, 2005). However, the attacker’s behavior in
the aforementioned works is modeled as exogenous and the principles guiding the attackers’ behavior
remain unclear.

The current paper examines attackers who are assumed to behave economically (that is, choose their
actions optimally based on comparison of their costs to benefits). Viewing attackers as rational agents is
consistent with several theoretical and empirical studies. Some prior work has recognized that attackers
act strategically either by rationally selecting their targets or in response to targets’ actions
(Jajodia&Miller, 1993; NIST, 2002, Schechter and Smith, 2003). Leeson and Coyne (2006) make a

distinction between fame-driven and profit-driven attackers,' with the former attracted by the possible

! We prefer the expression “economic behavior” to “profit-driven” as the more accurate and less restrictive one.



notoriety and the latter focused on gaining monetary rewards, and conclude that the two groups must be
analyzed separately. In the past the stereotypical view of an attacker was mainly that of a fame-driven
individual (Denning, 1990). Even more recently the “15 minutes of fame” was claimed to be one of the
biggest motivation for attackers (Curry, 2002). While fame-driven attackers are certainly still numerous,
ample evidence exists that economically-minded attackers are posing a much more serious threat to
corporate information security. Recently, a pronounced shift toward financially motivated intrusions
(Sieberg, 2005) has resulted in an increase in the average losses caused by unauthorized access to
information and theft of proprietary information (Gordon et. al., 2005).

We follow the body of work (Anderson, 2001; Schechter and Smith, 2003) that addresses the issue of
the optimal amount of security by studying attackers who rationally choose their course of action based
on cost-benefit analysis. We specifically focus on the role of the opportunity cost of attacking a given
target, which is represented by alternatives available to an attacker.

Our results support the important role the presence of alternative targets plays in attackers’ decisions.
More specifically, we show that in the presence of targets with heterogeneous security characteristics the
amount of effort optimally spent by an attacker on a target decreases in the target’s security level. Thus
any given security measure affects the frequency of intrusions through two mechanisms. One is the
increased ability of a target to withstand attacks of a given intensity. This direct technical effect is
commonly recognized by practitioners dealing with security threats. The other effect contributing to a
reduction in intrusions occurs through a change in attackers’ perception of the target in question. In the
presence of alternatives, a more secure target is less attractive for rational attackers, which eventually
results in the decreased effort attackers put into attack attempts. Unfortunately, this behavioral component
is largely neglected when security strategies are defined. This paper demonstrates that the behavioral
effect can substantially exceed the direct effect of a security measure and discusses how taking both
effects into account may help defenders choose better defense strategies.

The ability to signal one’s security level to an attacker is also important for successful defense. The
results from two alternative specifications of our model suggest that the absence of such signals makes
systems with a low security level better off and those with a high security level worse off. Besides, lack of
information attackers have about the security characteristics of each potential target reduces the incentives
for individual firms to invest in security.

We use our findings to discuss various approaches to investments in security technology and make
recommendations regarding security practices of individual firms as well as policy recommendations. In
particular, we argue that the Annual Loss Expectancy (ALE) (Soo Hoo, 2000) and other widely adopted
approaches to information security can severely underestimate positive effects of security investments,

therefore leading to underinvestment in information security or misallocation of resources.



2. Related Work

Our research belongs to the field of economics of information security. Of all the issues within that
broadly defined area, we are focusing on what economic research has to say about the best strategies for
investing in security technologies. The advantage of the economic approach over traditional ones is that it
recognizes and accounts for the presence of a strategic interaction between different parties involved.

The literature combining economic approach with information technology issues is vast. Clemons
(1991) discusses the reasons why businesses have difficulty evaluating when to use information
technology. Relevant to our research is his observation that some investments should be made to limit the
possibility of future losses rather than to obtain long-term additional value. This notion applies perfectly
to the case of security technology investments. When companies face environmental changes, a common
scenario for information security, needed investments in information technology may be diverted if such
changes are not foreseen. This is the effect Clemons called the “trap of the vanishing status quo”.

Despite the amount of research making a case for wider use of economic approach to information
security (Anderson, 2001, Gordon and Loeb, 2002a, Gordon et al., 2003, Rodewald, 2005, Schechter,
2005), little attention has been paid to those findings by security practitioners. An example in that regard
is Gordon and Richardson (2004) which provides a comparative analysis of two traditional investment
evaluation techniques, Return on Investment (ROI) and Net Present Value (NPV) and shows that the
NPV approach is more applicable to computer security issues than ROI. Still , ROI is by far the most
popular metric used, as documented by the 2005CSI/FBI Computer Crime and Security Survey (Gordon
et al., 2005). This point is similar to one we make in our work, where we show how traditional investment
evaluation techniques can greatly underestimate the effectiveness of a security solution by not considering
the strategic nature of the problem and the interdependency between attackers’ and defenders’ actions.

Among other attempts to develop better techniques for evaluation investment in security, Geer (2005)
introduces an alternative to traditional ROI formula suggesting to perform a cost-effective analysis, rather
than a cost-benefit analysis, when costs and benefits are not commensurate. Purser (2005) proposes a
modification to the ROI approach that would assign a monetary value to an increase or decrease in the
risk resulting from an investment. According to that approach, a risk increase results in a lower ROI and
vice versa. While the idea of considering a secondary effect of security investments resulting from a
modified operational environment is similar to the one explored in our paper, our approach, based on
game theory, is better suited to model such an interdependent behavior.

Other work in the game theory field that is related to ours includes Cavusoglu and Raghunathan
(2004), which compares decision theory and game theory approaches in the context of the configuration
of detection software. Although the subject of their paper is different from ours, the approach they follow

is close to what we have done in terms of contrasting the results obtained by each of the two approaches.



Cavusoglu et al. (2004) and Cavusoglu et al. (2005) also propose game-theoretic models for evaluating
security investments. However, their work focuses on specific security technologies, whereas we consider
the more general problem of evaluating investments in computer security solutions.

The main purpose of investing in security is to defend against malicious attackers. Acquiring proper
understanding of attackers’ behavior is therefore a necessary step towards best security practices. Jonsson
and Olovsson (1997) contributed to such understanding by performing an empirical study of attackers’
behavior in a laboratory environment. While their work is descriptive in nature, we are able to use some
aspects of their analysis as a starting point in setting up our model. In particular, they provide empirical
evidence of several distinctive phases of an attack and hypothesize the presence of “behavioral” and
“preventive” effects of security measures. We make a similar distinction in our model.

Schechter and Smith (2003) and Bier et al. (2005) model strategic defender-attacker interaction and
show that a defender can influence the attacker’s choice of targets by selecting its actions accordingly. An
attack in their models is a one-time decision and the security characteristics of each target are assumed to
be known. While the starting premise of our analysis is similar, we are able to move further in our
analysis by studying the endogenous choice of effort made by attackers and examining the role of
information about the target security level in the formulation of an optimal defense strategy.

Enders and Sandler (2004) discuss the strategic interaction between defenders and attackers in the
context of anti-terrorism policies. They identify two separate mechanisms, the income effect and the
substitution effect, through which a defensive measure may mitigate a specific security threat. While their
approach is conceptually similar to ours, our results are more directly applicable to information security.

Other works directly related to the issues we are interested in include Kuhnreuther and Heal (2003)
and Kearns and Ortiz (2004), which introduce the concept of an interdependent security game and show
that the ultimate safety of each participant may depend in a complex way on the actions of the entire
population. In the present work we have used some elements of interdependent security models by

discussing the effect of a security measure on the strategic behavior of attackers.

3. The model

The model consists of N corporate networks that serve as targets for malicious attacks and an unspecified
number of attackers all of whom are identical. An attacker targets one network at a time and puts a certain
amount of effort, x, into attacks. We are interested in modeling intrusions which require a series of
breaches into systems that belong to the targeted network in order to achieve the ultimate goal (such as to
access critical data stored on an internal database).

As intrusion progresses, it leaves behind a stream of evidence detectable by the victim. Intrusion

detection literature (Ning et. al., 2004; Valeur et al., 2004; Lee and Xiang, 2001; Wespi et al., 2000)



recognizes that the more suspicious events are observed, the more likely is the data correlation to result in
alerts, which improves the detection success rate. A successful detection of an attack may in turn lead to a
punishment being imposed on the attacker. With that in mind, we assume the attacker’s cost, C, to be
oC(x 0°C(x
()>0, §)>0?
ox ox

If successful, an attack results in an intrusion. The expected benefit from an attack is

increasing and concave in the amount of effort spent,

E(B(x)) =n(x)-G, where 7(x) is the probability of success given the amount of effort put into

attacking a given target and G is the one-time payoff the attacker receives in the case of a successful
intrusion. The size of that payoff is assumed to be the same for all targets.

Attackers are maximizing their expected net payoff from attacks. They do so by deciding how much
effort to spend on each target. The rule for optimally choosing the amount of that effort, further referred
to as the optimal stopping rule, can be expressed in at least two alternative ways. It is in an attacker’s best
interest to stop attack attempts when the expected net benefit of his continued effort is no longer positive,
ENB(x) <0, or when the marginal benefit, MB, of effort no longer exceeds its marginal cost, MC.
Naturally, both decisions are equivalent.’

Denote x the amount of effort that solves MB = MC . The attacker’s expected net payoff after he

expended x units of effort but achieved no success is

ENB(x) = IP(T)(G —C(0)+ C(x))d7 = (1-7(x - ))NC(x) - C(x)) (D

where 7(x) = Ip(r)dz' and 1—7(x) = Tp(z')dz' .

Here, p(x) denotes the conditional probability distribution function given no success upon spending

effort x.

We proceed by choosing specific functional forms for benefit and cost. The marginal cost of effort is

assumed to be given by MC = , + a,x, . We also assume attack attempts result in an intrusion with

constant probability per unit effort,* making the amount of effort that leads to an intrusion an exponential

random variable with rate parameter A . The probability of success of each attack is therefore given by

z(x)=1- e . We find it more convenient to characterize the aforementioned exponential distribution

? Following the approach of Jonsson and Olovsson (1997), we make no distinction between effort and time. Thus the
intensity of effort, or how much effort is exerted in a unit of time, in our model is assumed to be exogenous and
constant. A more complex setup is saved for later work.

3 The literature on optimal search (Cozzolino, 1972) confirms that fact.

* This assumption is commonly used in the relevant literature (Littlewood et al, 1993; Cavusoglu and Raghunathan,
2004; and others). Jonsson and Olovsson (1997) confirmed the validity of that assumption empirically.
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by the scale parameter = A" . Since d_ < 0, one can think of x as the security level of the system
7

subject to attacks, with greater values of 4 corresponding to better protected systems.

Due to the memorylessness property of the exponential distribution, p(x) in the expressions above

equals y for any x.
q 1 y

3.1 Scenario 1 — One target

We start with the simplest case in which there is only one specific target the attacker is interested in, N=1.

Its security level, 4, is common knowledge. The attacker’s expected net benefit from attacking that

target is

ENB(x) =G — po, — poy,x — o, (1— e #e™ 9/ #7%0) %4y for any x > 0. (2)
I G- ua,

It is easy to show that ENB(x) =0 is solved by M2 Thus, we have the following proposition:

Proposition 1. The amount of effort, X, an attacker optimally puts into breaching a system increases in

ox
the size of the payoff he receives in the case of intrusion, ( E > 0), decreases in the target’s security

ox ox ox
level (_x < 0), and decreases in the cost of performing an attack (—x <0, X 20 ).
ou a, oa,

Here is a numerical example to help illustrate attacker’s decisions in this case:

Let G=1000, ¢ =50, so that 7(x) =1 —e " and a,=10,a, =2.

G- ua,
Ha,

From either ENB(x) =0 or MB=MC, x = =5.

The following graphs may clarify the decision making process and the equivalence of the two approaches
to solving the optimal stopping problem. Figure 1 is trivial and shows the marginal benefit and marginal

cost of effort. Clearly, stopping at x = 5 is in the attacker’s best interest.
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Figure 1. Marginal cost and marginal benefit of attacker’s effort.

Figure 2 shows the overall expected net benefit that can be received from attacking the target as a
function of effort that will be put in (as viewed before the start of attack attempts). Given the knowledge

about the target’s security parameter, £, the attacker knows that the maximum value of the total expected

net benefit is going to reach its maximum at X =5 ( ENB(x) = 24.19 ) and decrease afterwards. In other

words, the attacker can make an advance commitment to putting in 5 units of effort (or less if he happens

to succeed sooner).
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Figure 2. Expected net benefit from attacks as a function from future effort spent, as viewed before attacks start.

Still another way to present the stopping decision is through the residual expected net benefit from attacks
after some effort has been already spent. See Figure 3. The greater the amount of past effort, the greater is
the marginal cost of effort and the smaller is the net benefit the attacker still expects to derive from future
effort. In this version of the model the attacker keeps trying until ENB(x) = 0.

We find this representation the most insightful of the three and will utilize it in the analysis of more

advanced versions of the model.
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Figure 3. Expected net benefit of future effort as a function of effort spent.

3.2 Scenario 2 — Multiple identical targets

There are N >1 potential targets with the same security level, x, which is common knowledge. Attackers

are now able to stop working on one target and switch to another at any time. Switching to a different
target involves some cost, which we interpret as the cost of effort put into the “learning phase” of an
attack ° in the context of the aforementioned Jonsson and Olovsson (1997). The size of the switching cost,
Cs, is assumed to be the same for each target.

One major difference between this setup and the one discussed above is that there is now an outside
opportunity present that has a certain value to an attacker. Therefore the attacker will make the decision to
stop attacking one target and switch to another, randomly picked, target once his remaining expected net
benefit from the current target gets smaller than the net benefit he expects to get if he switches. The

optimal stopping rule for this case is therefore

ENB(x) = ENB(0) - C. 3)

Proposition 2. The maximum amount of effort an attacker puts into attacking a target increases in the size

o
of the switching cost, Cs. (—x >0).
o0C,

For Cs =5 and the parameter values used above, (2) is solved by x = 0.5548 . See Figure 4 below.

> For example we may think of usual reconnaissance operations performed to gather information on potential targets
like port scanning, OS and application fingerprinting, and so forth.
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Figure 4. Optimal stopping decision in the presence of multiple targets and switching cost.

The downward sloping line on the graph above shows the expected net benefit from continuing attacks on

the present target, ENB(x) . As discussed above, it decreases in the amount of effort already spent,

OENB(x)

P < 0. The horizontal line represents ENB(0) —C. Once ENB(x) < ENB(0)—Cj, the
X

attacker is better off paying the one-time switching cost, Cy and switching to a different target.

Note that if C; =0, then X = 0 trivially. Therefore in the absence of switching costs and presence

of multiple identical targets attackers would be switching between targets all the time.
The analysis done insofar did not discuss decisions made by defenders. Those decisions are

endogenized in the next modification of the model.

33 Scenario 3 — Heterogeneous targets

We now further advance our analysis by relaxing the assumption of target homogeneity. In the present
setup, there are (H+L) targets present, H of which have a high security level and L have a low security
level. We will further refer to such targets as being of H-type or L-type, respectively, where 1, > 1, .
The type a target belongs to becomes known to attackers with certainty after the reconnaissance stage
(hence upon paying the switching cost, Cy).

The expected net benefit received from a target of a known type is a modification of (2) obtained earlier:
ENB.(x) =G — pr.oty — p,a,x — 1, ot (1— ™' #1701y for any x> 0. 4)
where i = H, L. Switching to a different, randomly chosen target involves cost Cg and gives the attacker
an expected net benefit

ENB, ... =1ENB, (0)+(1-n)ENB, (0) =

— -, o — -, - (5)
G_n/uHaO _77#121051(1_@ (G uy—ay) py 1)_(1_77)ﬂLa0 _(l_n)ﬂzal(l_e (G gy—ag)/ p; 1)’
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where 17 = 3 is the proportion of H-type systems in the population.

Applying the optimal stopping rule to this version of the model suggests that the attacker should

continue putting effort into one target as long as ENB (0) = ENB,(x) < Cy and switch to a different

random

randomly chosen target when ENB (0)— ENB,(x) 2 Cy, where i = H, L is the type of his present

random
target. Thus, the effort after which it is optimal to switch to a different target is given by the solution to
ENB (0)—-ENB,(x) =Cy. (6)

random

No explicit solution for (6) exists. However, using differentiating an implicit function we are able to get

the result stated in the following proposition.

Proposition 3. Given the presence of targets of different security types and attackers’ ability to determine

the target type, the amount of effort optimally put by an attacker into a target decreases in its security

A

level u, Z’—x<0.
7

This important fact drives many results of our paper and has important implications for security
practices. It suggests that every security solution affects the state of security through two distinct
mechanisms. One is what we call the direct or technical effect, represented by the increased ability of a
system to withstand intrusion attempts given the intensity of those attempts. The direct effect is
commonly recognized by security practitioners. It can be shown that, when the probability of attack
success is small, the direct effect is approximately proportional to the increase in the security parameter
U
o p_ xe'M 1
ou m  p(l-e™'*)

Thus, according to the direct effect, a 10% increase in security level results in an approximately 10%
reduction in the probability that each attack will result in a successful intrusion.

There is, however, another effect as well, which we call indirect or behavioral effect. Ceteris paribus,

a more secure system is less appealing to attackers than a less secure one. Thus, a security enhancement
performed at one system diverts attackers’ effort away from it, and, since 7(z,x) =1- e ¥'* | less effort

on attackers’ part translates into a lower probability of a security incident.

This fact deserves to be summarized in another proposition.

10



Proposition 4. Given the heterogeneity of target types and the presence of rational attackers able to
determine a target’s type, any security improvement causes more than proportional reduction in the

probability of success of each individual attack.

The result in Proposition 4 can be confirmed by differentiation by the chain rule:
dr _or , Oz Ot or
di 04 oOx 04 04

®H O

While the probability with which an individual attack results in an intrusion is qualitatively important,

>0 @)

it is not directly observed by defenders. Instead, defenders are primarily concerned with the frequency
with which security incidents (“intrusions” according to our terminology) occur. Moreover, the loss
incurred by defenders per unit of time (ALE being one such example) is directly related to the number of
security incidents per unit of time. Therefore we chose to discuss security enhancement solutions in the
context of their effect on the frequency of intrusions.

The frequency of intrusions is the product of the probability that an attack results in an intrusion,

=%/

w.(x;)=1-e , and the rate of attackers’ arrival at a target. The arrival rate is the same across

targets. It is proportional to the overall number of attackers, N4, and inversely proportional to the number
of potential targets, Ny and the average length of an attacker’s stay on each target, 7 . To determine 7,
one needs to realize that an attacker leaves one target and starts looking for another if he either has

successfully breached the system or feels the current target is no longer worth his continued effort. Once

we know the solution to the optimal stopping condition for each type of system, X,, i = H, L, we can

determine the average, or “expected”, amount of effort an attacker spends on a system:
' Ny %/

z'l.:_[xf(x)derxie =y (1= (8)
0

Keep in mind that if switching cost is interpreted as the opportunity cost of the reconnaissance effort,

then it has to be included in the calculation of the length of stay as 7. A sufficiently close approximation
. _C .
foritis 7, = . Thus, an attacker spends an average of (7 + 7,,) units of effort on an H-type
0

system and (7, + 7, ) units of effort on an L-type system. Since effort in our model is equivalent to time,

attackers return to the pool and start probing another target at 7 = (7, + 177, +(1—7)7, ) intervals.

Finally, the frequency of intrusions equals

11



vo= N, -7w(u,x;) B N, (1—e %)
"N+, U=z, Nplog iy (- )+ (=, (- e )
where i = H, L.

©)

We are now able to state the effect of a security enhancing solution on the frequency of intrusions and

therefore on the annual loss expectancy.

Proposition 5. Given the heterogeneity of target types and presence of rationally behaving attackers who
are able to determine a target’s type, any security enhancement causes more than proportional reduction
in the frequency of security incidents and in the expected annual loss from attacks (ALE). The extent of

Vi =Vu

Hy —H;

d
, is inversely related to the size of the switching cost, —5 <0.
s

that reduction, & =

The specifics of the indirect behavioral effect may become clearer from the numerical simulation
results. For simulations, we use the same parameters as before, G =1000, ¢, =10,a, =2, C; =5.
The security parameters of the two target types are 4, =55 and g, =50. There is an equal proportion
of systems of each type, 7 = 0.5 . The number of attackers and the total number of targets are both
normalized to 1.

Initially, an L-type defender with £, = 50 suffers intrusions with frequency v, =0.0197 . They
result from attackers arriving at his system at the rate of 0.916 per unit of time, staying no more than
x, =1.089, and each attack leads to a success with probability 7, =0.0215.

Next, a security enhancement is considered that would change the system security parameter to
M, =55 . If the rate of attackers’ arrival and individual attacker’s effort were assumed to remain the
same, then it would be reasonable to expect the frequency of breaches to decrease to v =0.0178. In

reality, however, due to the amount of effort being substantially reduced (from X, =1.089 to

X, =0.094), the frequency of intrusions also sees a significant drop to v,, =0.0017 .

12
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Figure 5. Difference in the optimal attacker’s effort across target types.

Naturally, the outcome of a security enhancing measure depends on the distribution of target types

and the size of the switching cost. Both effects are illustrated by the diagrams below.
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Figure 6. Optimal attacker’s effort as a function of the type of the system and the composition of the population.

G=1000, o, =10, @, =2, Cg =5, u,; =55, p, =50. Parameter 77 denotes the proportion of H-type systems.
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Figure 7. Direct only and overall effects of a security enhancement on the frequency of breaches, plotted against the
proportion of H-type systems. G =1000, ¢, =10, &, =2, Cy =5, p,; =55, w4, =50.

The top curve, “Before”, represents an L-type system before security enhancement. The middle one, “After (direct
effect only)”, shows the expected effect of upgrading to H-type, taking only the direct effect into account. The
bottom line, “After (actual)”, shows the frequency of intrusions that will actually occur as a result of an upgrade. It
includes both the direct and the behavioral effect.

The size of direct and indirect effects of increased security on the frequency of intrusions and
therefore the ALE can be seen from Figure 7. The top line represents the frequency of intrusion
occurrences for an L-type system (before investment in security is made). The middle line shows the rate
that is expected after its security level is raised from L to H if only the direct effect is accounted for. The
bottom line is the intrusion rate after the security is raised, given the presence of both direct and
behavioral effects. As the diagram indicates, the indirect effect a security enhancement may have on the
frequency of breaches can substantially exceed the direct effect. It is also possible that an attacker will not
find it worthwhile to spend any effort at all on an H-type target and will prefer to leave an H-type target

immediately and look for an L-type target instead.

14
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Figure 8. The effect of the switching cost C, on the effort put by attackers into systems of each type.
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G=1000, o, =10, o, =2, 4y, =55, p; =50, 7=0.5.
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Figure 9. Frequency of intrusions before and after a security enhancement, plotted against the switching cost.
G=1000, , =10, &, =2, f; =55, u, =50, 7=0.5.

The top curve, “Before”, represents an L-type system before security enhancement. The middle one, “After (direct

effect only)”, shows the expected effect of upgrading to H-type, taking only the direct effect into account. The

bottom line, “After (actual)”, shows the frequency of intrusions that will actually occur as a result of an upgrade. It

includes both the direct and the behavioral effect.

Figure 8 confirms the second result of Proposition 5, namely the positive correlation between the size

of the switching cost and the amount of effort put into each attack on L-type and H-type systems,

respectively.
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Figure 9 allows us to elaborate on some specifics of the layered security approach and
compartmentalized security architectures (Wells&Thrower, 2002). Those approaches to information
security have gained popularity in the last several years and have proven to be superior to more traditional
ones that rely on a security perimeter only. Still, existing security guidelines rarely make a distinction
between investments into different security layers. If anything, there still seems to exist a tendency toward
the “secure the perimeter” philosophy, according to which security investments should focus more on
preventing intrusion attempts at early stages and therefore be concentrated on system areas that are closest
to the external network. That means more attention is given to exterior layers of security than to interior
ones. No clear consensus on the issue exists, however.

In the context of our model, the switching cost can represent the security of the exterior layer whereas

the security parameter 4 is a characteristic of the interior layer. As Figure 9 clearly indicates,

strengthening outer echelons of defense may be less effective in reducing the frequency of intrusions than
a combination of enhancing the security of the interior layer at the same time making that enhancement
evident to attackers. It also shows that the higher the security level of a system, the more reason it has to
signal its security level to attackers. As discussed above, such a signal may induce attackers to switch to
other targets instead of continuing the intrusion attempts. This means that, at least for well-protected
systems, it may be beneficial to have some means of implicit communication with attackers that would
make them able to assess the target’s security level. That is strikingly different from the aforementioned
“secure the perimeter” approach and the traditional preference for opacity of protected networks that limit
the amount of available information about deployed security measures.

Figure 9, however, has to be interpreted with care since the switching cost there is assumed to be the
same across all systems. In reality, a security professional in charge of a specific system can control only
the cost to an attacker of switching to his system but not to other systems. Second, as we try to translate
this theoretical result into real world security practices, it is not completely clear what can serve as a
credible signal of strong inner security and not undermine that security at the same time. Therefore, we
are not ready to make any recommendations for security practices an individual firm may follow based on
this result. A further exploration of this issue is among our priorities for future research.

The last result presents an interesting policy issue, however. It suggests that the same change in u

causes a bigger change in the frequency of intrusions when switching costs are smaller, that is, when it is
easier for attackers to determine what type of a target they are dealing with. Therefore, incentives to

invest in security are stronger when switching costs for all systems are small.
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34 Scenario 4 — Targets with unknown security level

In this final version of the model we consider the case when the defender knows its security type but
attackers do not. Thus, in this case we are dealing with incomplete asymmetric information. In this case,
attackers base their behavior on their beliefs about the security level of a particular target.

The attacker’s belief that he is dealing with an L-type target after effort x has not resulted in a break-

in, P(i = L | x), can be determined from the Bayes' theorem,

P(x|i=L)-P(i=L) _ (I-me ™™

P(i:L|X): -x/ i -x/u
P(x) (A—n)e ™" +pe ™"

(10)

Here, P(x|i = L) is the probability that an L-type target will remain intact after effort x has been spent
onit. P(i = L) is derived from the known prior distribution of systems within the population, and
P(x)is the probability that an attack on a randomly chosen target will not lead to success after effort x
has been spent. It equals the weighted sum of corresponding probabilities for the two types.

oP(i = L|x)

It is easy to show that
ox

< 0, which implies that the more effort a target is able to

withstand, the less likely the target is of the L-type. It also means that, unlike all the cases discussed so

far, the marginal benefit of effort in this case is decreasing in effort. To see this is so, recall that in the

/

deterministic cases discussed above MB(x |i)=e " -G/ u,, where i is the system type. Given the

Bayesian mechanism of forming beliefs, the marginal benefit of effort is given by

=2x/ puy )

(x)=P(i = L| \)MB(x| L)+ P(i = H | x)MB(x | H) = Gla-muye™ " + e

MB -x/u -x/u
g, (A=m)e™ " +ne™™ ")

Bayes

(11)

OMB Bayes (x)
Oox

and < 0. Even though the attacker’s perception of his marginal benefit is constantly

evolving, the optimal stopping rule can still be applied. Clearly, MB,, (x) < MB,, . (x) < MB, (x),

Bayes

which in turn implies X, < X, <X, . See the graph below.

17



MB, MC

F C
MB,
N[BBH'}"ES
-—‘_'_‘—‘—l-
MEBxy
p effort
Xg 'TBEJ}'S.S Xy

Figure 10. Marginal benefit and the solution to the attacker’s optimal stopping problem for the complete
information and the incomplete asymmetric information cases. The dot represents the prior probability of success
from a randomly selected target. The expected marginal benefit of attacker’s effort decreases because the more
effort the attacker spends on a target with no success, the more he believes he is dealing with an H-type system.

In order to preserve consistency with the preceding analysis, the optimal stopping rule is applied by using

the expected net benefit from future effort, which in this case equals
ENBy,,. (x) = P(i=H | x)ENB, (x)+ P(i= L | x)ENB, (x) =

,ulzial (zy(x)—1+ e )ﬂeﬁ/ﬂ” + luLzal (z,(x) -1+ et (1 - 77)37X/M (12)
(1—m)e " 4 pe™' "

Glu —a, -
where z,(x) = . P ZO X ,i = H, L. Once again, ENB,, (x) < ENB,, . (x) < ENB, (x) for any
i1

xand X, SXp, . SX;.

The following two propositions summarize the results of our analysis of this case.

Proposition 6. When targets are heterogeneous and their type cannot be determined by attackers, the
optimal amount of effort put forth by an attacker does not depend on the type of the system. For L-type
targets, that amount is smaller than in the case when the target type is known to attackers (the complete

information case) whereas for H-type targets it is greater than in the complete information case.

The expression for the frequency of intrusions at a given system in the presence of uncertainty about the

target type is modified accordingly:

NA (1 — e_fci,liaygs ! p; )

V = 7)%’ Bayes H 7)21’ Bayes L :
Noles + ey, (1= 75590y 4 (1= ) pa, (1 — €11

iuncert

(13)
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It can be shown that v,, <v <v,,where v, and v, are the frequencies of intrusions in the

iuncert
complete information case given by (9). As was pointed out earlier, the ALE at each system is directly

related with the frequency with which intrusions occur. Therefore, we have the following proposition.

Proposition 7. Attackers’ uncertainty about target types increases the annual loss expectancy of H-type
systems and decreases it for L-type systems. The overall effect of the attackers’ uncertainty about target

types on the aggregate welfare is negative when the proportion of H-type systems in the population, 17, is

large and it is positive when 1) is small.

Numerical simulations were performed for the same parameters as before, G =1000,

a,=10,a, =2, Cy =5, u, =55,and g, =50. Figure 11 confirms X, <X, . <X, .

—o—XifL
—m— XifH

—A— X under uncertainty

Figure 11. Effort optimally put by attackers into each system under different scenarios (as a function of the
composition of the population). The top and the bottom lines represent X ; and X > respectively, from the complete
information case, as shown earlier in Figure 6.

Figure 12 shows the frequencies of intrusion in the incomplete asymmetric information case as a
function of the relative proportion of H-type and L-type systems in the population. Since attackers now
put the same amount of effort into attacking each system, the only difference in the frequency of
intrusions across the two types (shown by the two lines in the middle) is attributed solely to the direct
effect and is therefore proportional to the increase in the security parameter. This suggests that under

incomplete asymmetric information the incentives to invest in security are substantially reduced.
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The frequency of intrusions for each type in the certainty case is also provided for comparison.
Clearly, attackers’ uncertainty about target types benefits L-type systems and hurts H-type systems. The
size of each type’s welfare gain or loss from information asymmetry depends on the composition of the
population. The fewer H-type systems there are, the more important it is for them to distinguish
themselves from the rest of the population, therefore the loss in their welfare resulting from informational

asymmetry will be greater, and vice versa.

Frequency of intr@@3e9 -

0.0250 -
0.0200 + | —&— L. complete info
|
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0.0150 4 : —&—L, uncertainty
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Figure 12. Frequency of intrusions under different scenarios (as a function of the composition of the population).
The top and the bottom lines represent intrusion frequencies for L-type and H-type systems, respectively, from the
complete information case, provided earlier in Figure 7. The two lines in the middle represent intrusion frequencies

for the two types in the uncertain information case.

4. Discussion and Conclusion

Two cases were considered, one in which attackers were able to obtain information about each target’s
security level and the other in which the security level was known only to defenders. In both cases,
attackers could choose from among multiple alternative targets. In the first, complete information case,
attackers’ optimal strategy is to put more effort into attacking systems with low security level than into
systems with high security level. As a result, any increase in the defender’s security level has two effects
on the frequency of security incidents. One is the direct effect that is attributed to technical characteristics
of a system and decreases the probability of success for a given attack effort. The second, indirect, or
behavioral effect decreases the amount of effort an attacker puts into intrusion attempts, thus further
decreasing the frequency of security incidents and the expected loss from attacks.

Traditional approaches to security practices tend to focus only on the direct effect of security

solutions and overlook the behavioral one. Our analysis suggests that the magnitude of the behavioral
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effect can greatly exceed that of the direct one. As a result, the benefit an individual system may receive
from a security enhancement may be severely underestimated if the behavioral effect is not taken into
consideration. This implies that some security investments worth making will not be made, leading to
either underinvestment in security at the individual system level or, at the very least, to substantial
misallocation of resources.

The magnitude of the behavioral effect depends on the security levels of available targets and the
attackers ability to obtain information about potential targets’ security characteristics and to rank those
targets based on their attractiveness. In the complete information setup, attackers were able to determine a
target’s security level after some reconnaissance phase, with the effort an attacker had to spend to find out
the target type represented by ‘switching costs’. The analysis of that case suggests that the efficacy of
security investment depends on the characteristic of the environment which we call “opacity”. The greater
the switching costs, the more “opaque” the environment is in the sense that it gets harder for attackers to
determine the type of a target. As a result, the behavioral component of the overall effect gets weaker. If,
on the contrary, the environment is “transparent™ and determining the type is relatively easy, then the
behavioral and the overall effects of a security investment will be stronger. From the practical
perspective, this means that a given security solution will be more effective if potential attackers are
aware of extra tools being deployed, and the incentives for firms to invest in security in that case will also
be greater.

The above result was further confirmed by the second modification of our model, namely that of
incomplete asymmetric information, in which attackers never know the target type with certainty. As a
result, they treat every target the same, and the behavioral effect is not present. Once again, opacity
penalizes better protected systems and favors those with weaker protection. As a result, systems whose
security level is consistently low relative to the rest of the population will have preference for opacity
over transparency since it gives them a better chance to disguise themselves as well-protected systems,
thus reducing the amount of effort attackers put into attacking them. Well-protected systems, on the
contrary, are better off in a transparent environment than in an opaque one and therefore have an incentive
to signal their high security level to the attackers in order to separate themselves from less secure systems.
This is consistent with existing theoretical research on economics of incomplete asymmetric information
(Akerlof, 1970) that suggests that the ability to signal one’s type (more transparency in the context of our
model) benefit “high quality products” (well protected, or H-type systems) and penalize “low quality
products” (poorly protected, or L-type systems).

The incomplete asymmetric information version of the model also allowed us to address the effect of
informational issues and the distribution of system types on the expected welfare losses from attacks.

When the proportion of H-type systems in the population is small, then the benefit each of them gets from
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transparency (thus from identifying themselves as H-type systems) is substantial while L-type systems do
not lose much since there are so many of them. When the proportion of H-type systems is large, the
opposite is true. Interestingly, we did not find any effect of informational assumptions on the aggregate
welfare since any benefit H-type systems as a group get from increased transparency was offset by a
reduction in L-type systems welfare.

To a certain extent, the above discussion of opacity versus transparency is related to the debate
surrounding the “security through obscurity” approach (Perens, 1998; Beale, 2000, Schneier, 2002, Swire,
2004). “Security through obscurity” is the term coined to denote technical security solutions the
effectiveness of which is based on the secrecy of processes, protocols, or algorithms, which contrasts the
basic rule of cryptography, the principles of the open source movement, and the open public disclosure of
security vulnerabilities. In our model, a similar trade-off between disclosing information about the
security level and keeping them secret exists. On both occasions, the resulting conclusions are
controversial, although overall evidence seems to favor the rejection of the “security through obscurity”
(or “security through opacity” in our case) approach. Today, when it comes to the information related to
the security level of a corporate network, the practice is to keep it secret because its disclosure might
favor attackers. The results of our study suggest, instead, that better protected organizations may be better
off by letting their high level of security be evident to attackers. Such a strategy is the more justified the
smaller is the share of those “H-type” organizations in the population of potential targets. Thus, our
analysis further underscores the importance of an accurate and timely assessment an organization’s
security level relative to the rest of the population.

Our results also have practical implications for the case of layered security architecture. They suggest
that poorly protected systems have more reason to invest in the exterior security layer, thus increasing
opacity, whereas for well protected systems investment in the security of interior layers may be more
beneficial, assuming they intend to maintain their advantage in protection level over the rest of the
population.

As always, our analysis has some limitations. Most importantly, our model is static in the sense that it
only examines the instantaneous effect of security enhancement assuming the distribution of system types
and the rate of attackers’ arrival at each target stayed the same. The outcome of any individual defender’s
decision will, however, also depend on what other defenders are doing at the same time. The
interrelationship between the decisions of individual defenders and those of the rest of the population can
be fully and properly understood only in a dynamic game-theoretic model. Therefore incorporating tools
used in the analysis of interdependent security games is going to greatly enrich our understanding of

security processes and practices.
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