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Abstract. The threat of information security breaches is omnipresent.

Large organizations such as Sony or Lockheed Martin were recently at-

tacked and lost confidential customer information. Besides targeted at-

tacks, virus and malware infections, lost or stolen laptops and mobile de-

vices, or the abuse of the organizational IT through employees, to name

but a few, also put the security of assets in jeopardy. To defend against

information security threats, organizations invest in security countermea-

sures preventing, or, at least, reducing the probability and the impact

of information security breaches. As information security budgets are

constrained and the number of assets to be protected is large, infor-

mation security investments need to be deliberately evaluated. Several

approaches for the evaluation of information security investments are pre-

sented in literature. In this article, we identify, compare, and evaluate

such approaches using the example of a policy and security configuration

management tool. Such a tool is expected to reduce costs of organiza-

tional policy and security configuration management and to increase the

trustworthiness of organizations. It was found that none of the analyzed

approaches can be used without reservation for the assessment of the

economic viability of the policy and security configuration management

tool used as an example. We see, however, considerable potential for

new approaches for the evaluation of information security investments in

combining different elements of existing approaches.
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1 Introduction

The perils of information security breaches are ubiquitous. In 2011, large compa-

nies were subject to attacks and information security breaches were discussed in

public: Personal data including credit card information of 25 million Sony users

were compromised [24]; Citigroup and Honda Canada suffered breaches expos-

ing information of 200,000 [24] and 280,000 customers [11], respectively; RSA’s

SecureID authentication was at risk after an attack [12] leading to breaches, for

instance, at Lockheed Martin [39], to name but a few. Besides attacks, there

are also other sources of information security breaches. Other reasons that urge

organizations to invest in information security include, among others, virus and

malware infections, unavailability of critical systems, lost or stolen laptops and

mobile devices, and abuse of IT systems by employees, human errors, and forces

of nature [14, 29, 44]. Deloitte’s 2011 global security study [15] reveals that the

majority of 138 large technology, media and telecommunications organizations

from around the world experienced at least one information security breach in

2010. The question thus is not whether an organization will face a breach, but

rather when the next breach will incur and which assets will be compromised

[21]. Therefore, organizations invest in security countermeasures that prevent,

or, at least, reduce the probability and the impact of breaches.

In times of constrained information security budgets and an increasing num-

ber of assets to be protected, organizations have to decide how much they should

invest in information security in general, and how the information security bud-

get should be allocated to specific security countermeasures [2, 20]. Each asset is

associated with an information system that provides the asset or the asset is part

of. An information system, in turn, usually has an inherent vulnerability which

can be a flaw or weakness in the system that could be exploited, for instance, by

an attacker. A vulnerability, however, may also be exploited by technical defects

of natural disasters. An attack is a deliberate assault on the security of a system.

For each vulnerability, there exists a threat represented as the probability that

the vulnerability is exploited. The expected losses expressed as the probability

times the impact of a security breach is referred to as risk. To mitigate risks, an

organization can deploy countermeasures [35]. As each threat is associated with

a certain risk, not all threats should receive the same level of attention [3].

Information security investments, unlike other investments such as buildings

or machines, do not generate monetary returns. Instead, their benefits result from

cost savings by preventing or by reducing the probability or impact of security
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breaches [e.g., 26, 34, 36, 38]. As all other investments, information security

investments should be managed by analyzing the cost-benefit tradeoffs [8]. This

is, however, aggravated as the benefits of an information security investment

in its capability of safeguarding against identified and, more common, unknown

threats have to be assessed [18]. As a result, assessing the benefits of information

security investments is a challenging task [9]. Besides cost-benefits, information

security investments can alternatively be managed with respect to their cost-

effectiveness.

Organizations need to find a balance between the probabilities and impacts

of information security threats and the possibilities to mitigate the risks through

security investments [8]. Furthermore, the expenditures to secure an asset should

correspond to the asset’s value and the expected losses resulting from security

breaches [21]. For instance, spending $100 on a lock securing a certain asset worth

$50 would not be economically viable. Mizzi [32, pp. 19] defines the economic

viability of an information security investment as

ES < LT or (F +B +M) < (LT +A(t) + r(t))

where ES represents security expenditures, LT total annual losses, F annual

costs to fix the vulnerability by applying system patches and updates, B one-time

costs to implement security countermeasures, M annual maintenance costs, LI

instantaneous losses, A(t) availability losses, and r(t) a function describing the

annual costs to rebuild lost assets. That is, an information security investment

is economically viable if and only if the security expenditures are smaller than

the total annual losses. Accordingly, Huang et al. [26] argue that for a risk-

averse decision maker expenditures for information security investments increase

with, however, never exceed the expected losses associated with information

security threats. Furthermore, they argue that the optimal investment is zero

as long as the expected losses resulting from an information security breach

are under a certain threshold. Gordon and Loeb [22] argue that the optimal

amount to invest in information security should never exceed 37% of the expected

losses of an information security breach. Willemson [45], however, shows that by

relaxing some of Gordon and Loeb’s [22] requirements, expenditures of nearly

100% of the expected losses can be reasonable. The maximum amount to invest

in information security is where there is no difference in costs upfront and the

expected losses of an information security threat [26].
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For deciding whether to invest in a specific information security countermea-

sure, literature provides a myriad of approaches that support such decisions.

Albeit having the same objectives, these approaches differ with respect to their

foundation. For instance, there are approaches based on real options [e.g., 21, 25],

game theory [e.g., 4, 10], or accounting figures such as return on investment [e.g.,

6, 28]. Among the most frequently cited approaches is the one presented by Gor-

don and Loeb [22] for which also some extensions have been proposed [e.g.,

31, 46]. The approaches, however, do not only differ in their foundation, they

also have different assumptions. For instance, risk neutral decision makers [e.g.,

10, 42], risk averse decision makers [e.g., 26], single threats to assets [22], or

breaches resulting in predictable outcomes and variances [7].

The aim of this article is to identify approaches presented in literature that

support decision making with respect to information security investments. More

concretely, we identify approaches suitable for assessing the economic viability of

a policy and security configuration management tool. Such a tool, helps, first, to

reduce the costs associated with policy and security configuration management

and, second, to increase the trustworthiness of an organization by establishing

a transparent link between business policies and technical configurations. We

compare selected approaches and evaluate them with respect to their suitability

for assessing the economic viability of such a tool, and discuss their advantages

and disadvantages for such a decision.

The remainder of this article is structured as follows: Section 2 describes the

policy and security configuration management tool which will be the subject

of the investment decision. Based on the tool’s characteristics, we derive re-

quirements for suitable approaches supporting information security investment

decision making. Section 3 is devoted to the research methods used to collect

and analyze suitable approaches. We present the results of our analysis in sec-

tion 4, where we describe the identified approaches. In section 5, we discuss

the approaches with respect to their suitability for assessing the economic vi-

ability of a tool supporting policy and security and configuration management

and highlight commonalities and differences of the approaches. Finally, section 6

concludes this article and gives a short outlook on possible future work.

2 Policy and Security Configuration Management

Today, organizations are confronted with an increasing number of regulatory

and contractual requirements, they need to comply with. As a result, they have
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to increase their expenditures on activities ensuring compliance [19, 33]. De-

pending on their industry sector, different regulations and laws are posed on

organizations, for instance, Basel II and Sarbanes-Oxley in the finance sector,

or the Health Insurance Portability and Accountability Act for health-related

organizations in the US.

This situation is particularly exacerbated in the case of service providers of-

fering services to customers. As most service providers serve multiple customers,

they face a myriad of contractual requirements they have to comply with. Cur-

rently, policy and security configuration management is mainly done manually,

which is often inefficient, usually cost-intensive, and generally error prone [16].

Management costs, including costs for policy and security configuration man-

agement, were steadily rising over the last years [17].

For dealing with this myriad of regulatory and contractual requirements,

organizations in general and service providers in particular need a tool that

supports them in policy and security configuration management. Such a tool

establishes and maintains a consistent and transparent link between high-level

security and compliance requirements at one end and low-level technical config-

urations on the other. This end-to-end link is maintained automatically, where

possible, and, in case human interaction is necessary, the tool offers decision

support. As a result, the tool achieves two distinct goals: reducing costs (e.g.,

management costs and losses due to information security breaches) and increas-

ing an organization’s trustworthiness by increasing its security and compliance.

Both goals are achieved by partially of fully automatizing processes, such as

detecting misconfigurations or checking whether two security controls are equiv-

alent with respect to the provided security level, performance and costs. Addi-

tionally, the end-to-end link between security and compliance requirements and

configurations eases audit processes as the information necessary for audits can

be provided automatically by the tool. Thus, audits can be performed in shorter

time which, in turn, allows auditors to increase the scope of an audit or the

sample size.

The policy and security configuration management tool offers two different

modes of operation. The first is a static mode which is run in a plan and build

phase. Here, the tool is used to initially establish the end-to-end link between

security and compliance requirements and configurations. Put simply, the tool

checks if all requirements are met by the current configuration of the IT land-

scape. The second mode is a dynamic one. In this mode, configurations are
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constantly monitored for deviations from the ideal configuration. Such an auto-

mated monitoring allows organizations to detect misconfigurations quicker and

thus to reduce the risk of information security breaches or of problems caused

by non-compliance. As the tool’s functions are tightly coupled, we assume that

the tool is shipped as a whole, that is, there is no functionality which can be

bought at a later point in time.

Ideally, the tool is run not only at one organization, but also at its suppliers

and customers. This way, each involved party can easily and efficiently share

information about requirements and configurations via the tool. This way, each

party is able to assess the fulfillment of requirements at its suppliers and to also

assess whether customer requirements can be fulfilled. Operating this policy and

security configuration management tool across several parties increases the tool’s

benefits for all parties involved in such organizational networks. Additionally,

auditors also benefit if an organization’s suppliers use the tool, as they can

access necessary information more easily.

Such a policy and security configuration management tool certainly has its

advantages - it saves time and costs and, at the same time, increases trustwor-

thiness. Simply investing in such a tool without deliberately assessing its eco-

nomic viability would, however, be quite näıve. Therefore, a decision to invest

must be well supported, for instance, by applying an appropriate investment ap-

proach. As stated above, literature provides a myriad of investment approaches,

all based on different foundations and assumptions. Based on the policy and

security configuration management tool’s characteristics and its application in

cross-organizational settings, we can derive a set of requirements an approach

supporting investment decision making should cover. While some requirements

are mandatory, others are optional but desirable. The requirements are:

– The approach must support investment decisions regarding security products

bought as a whole. The policy and security configuration management tool

is bought as a whole; there are no features of the tool that can be bought

at a later point in time. That is, the decision to buy the policy and security

configuration management tool is a one time decision made at a certain point

in time without deferment options.

– The approach must consider financial measures. The tool aims at reducing

costs for policy and security configuration management. Therefore, financial

measures must be considered. Financial measures are particularly important
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for an organization’s upper management as they are predominantly inter-

ested in financial measures when making decisions.

– The approach should consider non-financial measures. Besides reduced costs,

the policy and security configuration management tool aims to increase trust-

worthiness of an organization measured in terms of the level of security and

compliance. Neither increased trustworthiness nor the level of security and

compliance can be easily expressed in financial measures. Nevertheless, they

should be considered for supporting decision making.

– The approach must support one-time costs and benefits. The policy and se-

curity configuration management tool is applied in a plan and build phase.

Here, costs (e.g., costs of setting up the tool or a new project) incur imme-

diately and play a crucial role in the decision making.

– The approach should support running costs and benefits. The policy and se-

curity configuration management tool is additionally operated in a running

mode. In this mode, costs (e.g., maintenance or monitoring costs) and ben-

efits (e.g., reduced costs to identify misconfigurations) incur over time and

should be taken into consideration.

– The approach must be applicable without explicitly considering attacks. Some

approaches rely on the provision of information on a particular attack. Even

though attacks are a major cause of information security breaches, the tool’s

primary focus is on policy and security configuration management and thus

assuring compliance with various requirements. Thus, attacks are not the

primary concern and approaches should be applicable without considering

information on attacks.

– The approach should consider network effects of the investment. Organiza-

tions, possibly service providers themselves, consume services from their sup-

pliers. The more of an organization’s suppliers use the policy and security

configuration management tool, the higher will be the tool’s benefit for each

involved party as information can be shared more easily between them.

We chose the policy and security configuration management tool because

of the tool’s broad relevance for organizations in general and service providers

in particular, our insight into the unique characteristics resulting from prior

research, and the usefulness of the results for the funding research project. As-

sessing the economic viability of another tool would certainly lead to other re-

quirements to be fulfilled by investment approaches and in consequence to other

suitable approaches.
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3 Method

The analysis of investment approaches is based on a set of scientific articles.

We collected articles describing approaches supporting decision making regard-

ing information security investments. In this section, we describe the methods

used to collect relevant articles and to select suitable approaches for a detailed

analysis. Afterwards, the method used for the detailed analysis of the selected

approaches is outlined.

3.1 Collection of approaches

We collected approaches to be included in the analysis in a three-step process

consisting of, first, an unsystematic search to identify appropriate keywords,

second, a systematic keyword using the set of keywords, and, third, a filtering

based on the requirements presented in the previous section. In the following,

each of the steps will be explained in more detail.

We started collecting approaches with an unsystematic search using Google

Scholar. In this step, we identified 30 relevant articles discussing information

security investments. We extracted the describing keywords, unified them to

more general terms, grouped and ranked them with respect to their frequency

of appearance.

Subsequently, we used the two most frequent keywords - economics of se-

curity and security investment - for a systematic search, again using Google

Scholar. For both keywords, we looked for peer reviewed articles with matching

title and abstract in the first 200 search results and added them to the collection

of articles. Since the term security has different connotations in other domains

(for instance, in finance, a security is a tradable document showing ownership of

stocks, bonds, and other investments) and for the sake of completeness, we ad-

ditionally queried Google Scholar with variations of the term. More concretely,

we replaced the term security with information security, computer security and

IT security in the two keywords economics of security and security investment.

Search queries using these variations, however, did not result in any further

articles. Additionally, as suggested by [43], we examined the references in the ar-

ticles. If found, we added relevant articles to our collection. The entire collection

process resulted in 83 articles dealing with information security investments.

In the next step, we discarded those articles that do not focus on approaches

for supporting information security investment decision making. For instance,
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articles dealing with empiric analyses of information security investments [e.g.,

23, 30] were discarded. Furthermore, we excluded articles presenting approaches

to determine the cost-effectiveness of investments, that is, approaches that help

to optimally allocate a fixed budget. Additionally, the approaches have to offer

decision support whether to invest in a certain information security product. Ar-

ticles that present an overview of several approaches [e.g., 36, 40] were discarded.

Instead, the articles originally presenting the approach were added to our col-

lection, if not yet present. Extensions to existing approaches (e.g., [31] extends

[22]) were treated as individual approaches. Investment approaches tailored to a

specific technology incomparable to the policy and security configuration man-

agement tool were not considered. Cavusoglu et al. [10], for instance, present an

approach dedicated to determine the value of intrusion detection systems and

was thus not considered for a detailed analysis. In case an approach was described

in several articles by the same author(s), newer publications were favored over

older and journal articles over conference articles. Here, we made sure that the

newer articles did not extend the older ones. In case of extensions, both articles

were treated separately. After this filtering, 11 approaches, each described in

an individual article, were considered for a detailed analysis. Table 1 gives an

overview of the approaches analyzed in detail.

3.2 Analysis of approaches

The 11 articles we collected and filtered according to the above approach were

then analyzed in detail. For each approach, the respective article was read care-

fully. While reading, information regarding the requirements presented in sec-

tion 2 was marked and extracted. To identify relevant information, we partic-

ularly looked at the descriptions of the approaches’ procedures of supporting

investment decisions. The requirement whether the investment is made as a

whole was assessed by looking for hints in the approach’s description whether

the investment can be split into smaller investments. For information regard-

ing financial and non-financial measures, we looked primarily at the approaches’

input and output parameters. There, we analyzed whether they solely repre-

sent financial measures, or also non-financial ones. We proceeded similarly to

determine whether one time and running costs and benefits are considered in

the approach. Additionally, we looked at the calculations and analyzed whether

running costs and benefits are present and accounted for. We are fully aware that

running costs and benefits can be treated as one-time costs and benefits, for in-

9



stance, by discounting them using the net present value (NPV) method. For this

requirement, however, we looked whether an approach directly takes running

costs and benefits into account. This would render the approach more flexible

with respect to running costs and benefits. Additionally, this way, running costs

and benefits could be accounted for more precisely. For determining whether

the approach can be applied without considering information on attacks and

whether network effects of the investment are considered, we once again looked

at the approaches’ procedures in the respective articles.

4 Results

In the following, we present the analyzed approaches. For each approach, we

first present a short description of the approach and then show its fulfillment

of the requirements. Table 1 lists the analyzed approaches and the degree to

which they fulfill the requirements presented in section 2. Each requirement is

represented by a dedicated column. For the degree of fulfillment, a checkmark

(X) indicates that a requirement is met completely, whereas a tilde (∼) indicates

that a requirement is met partially. An empty cell denotes that a requirement

is not met or nothing is mentioned in the respective article. In the column

labelled “Attacks”, a Xindicates that an approach does not rely on information

on attacks.

All articles presenting the approaches were published after 2000, the old-

est being published in 2002 and the latest in 2011. With respect to publication

outlets, no peculiarities could be identified. Seven approaches were presented in

journal articles including general information systems journals (e.g., Information

Systems Research to journals) as well as journals with an information security

focus (e.g., ACM Transactions on Information and Systems Security). The re-

maining four approaches were published in conference proceedings. Even though

some approaches are proposed by the same authors [e.g., 21, 22], all analyzed

approaches are completely independent of each other.

In the following, we present the 11 approaches collected using the procedure

described in section 3.1. For each article, we first present a general description

and then describe its suitability to support information security investment de-

cision making with respect to the policy and security configuration management

tool.

10



T
a
b
le

1
.

O
v
er

v
ie

w
o
f

a
n
a
ly

ze
d

a
p
p
ro

a
ch

es
fo

r
in

fo
rm

a
ti

o
n

se
cu

ri
ty

in
v
es

tm
en

t
d
ec

is
io

n
s

A
p
p
ro

a
ch

p
re

se
n
te

d
in

B
o
u
g
h
t

a
s

a

w
h
o
le

F
in

a
n
c
ia

l
N

o
n
-

fi
n
a
n
c
ia

l

o
n
e
-t

im
e

c
o
st

s

R
u
n
n
in

g

c
o
st

s

A
tt

a
ck

s
N

e
tw

o
rk

e
ff

e
c
ts

G
o
rd

o
n

a
n
d

L
o
eb

[2
2
]

X
X

X
X

M
iz

zi
[3

2
]

X
X

X
∼

∼
A

l-
H

u
m

a
ig

a
n
i

a
n
d

D
u
n
n

[1
]

X
X

X
X

S
o
n
n
en

re
ic

h
et

a
l.

[3
7
]

X
X

X
X

C
re

m
o
n
in

i
a
n
d

M
a
rt

in
i

[1
3
]

X
X

X

H
u
a
n
g

et
a
l.

[2
6
]

X
X

X
X

T
a
ll
a
u

et
a
l.

[3
8
]

X
X

X
X

∼
X

∼
W

a
n
g

et
a
l.

[4
1
]

X
X

X
X

G
o
rd

o
n

et
a
l.

[2
1
]

X
X

X
X

B
o
d
in

et
a
l.

[5
]

X
X

X
X

∼
X

∼
B

u
tl

er
[7

]
X

X
X

X
X

11



4.1 Approach by Gordon and Loeb

In Gordon and Loeb [22] the authors present an approach for determining the

optimal amount to invest to protect a single asset. For this, the authors assume

a risk-neutral decision maker and a one-period model (i.e., all decisions and out-

comes occur instantaneously). Each asset is associated with monetary losses λ

in case a breach occurs, a threat probability t and an inherent vulnerability v

denoting the probability that without additional security, a realized threat is

successful. The expected losses L associated with an asset represent the prod-

uct of the threat probability t and the monetary losses λ and are calculated as

L = t × λ. To reduce the vulnerability v of an asset, an organization invests

z > 0 monetary units. In this respect, S(z, v) represents a security breach prob-

ability function denoting the probability that the asset with vulnerability v is

compromised given the investment z to secure the asset.

The expected benefit from an investment z in information security EBIS(z)

is calculated as

EBIS(z) = [v − S(z, v)]L;

the expected net benefit ENBIS(z) reads

ENBIS(z) = [v − S(z, v)]L− z.

Gordon and Loeb argue that an investment z should not exceed the point where

the marginal benefits equal marginal costs, thus determining an upper bound for

investments. The optimal amount z∗ to invest in information security is reached

if the difference between marginal benefits and costs is maximized. This optimal

amount is, however, at most 38% of the expected losses without the investment,

and is in most cases considerably smaller.

To assess the approach’s suitability for supporting information security in-

vestment decisions regarding the policy and security configuration management

tool, we focus on the set of requirements derived from the tool’s characteristics

and use. Gordon and Loeb consider a one-period model. This means, among

others, that all decisions occur instantaneously. Thus, the investment is cannot

split into several smaller investments and is made as a whole. This fulfills the re-

spective requirement. For supporting investment decisions, the approach focuses

on financial measures and probabilities of threats, yet leaving out non-financial

measures. As a consequence of the assumed one-period model, outcomes incur

also instantaneously. Thus, time value of money is not considered. Because of

this, the considered financial measures are one-time costs and benefits; running
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costs and benefits cannot be taken into account. As the approach bases the deci-

sion support on monetary losses, the vulnerability of an asset and the probability

a threat is realized, the approach is applicable without taking the information

on attacks into account. Network effects are not taken into consideration.

To sum up, the approach presented by Gordon and Loeb is suitable for in-

vestments made as a whole, considers financial measures and probabilities as

inputs, and does not rely on information on an attack or an attacker. The ap-

proach does not consider non-financial measures, running costs and benefits, and

network effects.

4.2 Approach by Mizzi

Mizzi [32] presents an approach for information security investment decisions

based on accounting figures. In his approach, Mizzi focuses solely on financial

measures including the annual costs F to fix a vulnerability, the one-time costs B

to implement a security countermeasure, and the annual maintenance costs M .

The decision to invest in an information security countermeasure is simply a mat-

ter of comparing the costs of the total annual information security expenditures

ES with the expected total annual losses LT of a given security vulnerability.

More concretely, an investment should be made, if the expenditures are lower

than the expected total annual losses, that is,

ES < LT ,

where ES is calculated as

ES = F +B +M

in the first year and as

ES = F +M

in subsequent years. LT can be calculated in several ways: One way is to ac-

count for the instantaneous losses LI and the losses of asset I over t days of

unavailability, that is

LT = LI + I ∗ t/365;

the availability losses over t days may also be modeled as a function A(t) making

the total annual losses equal to

LT = LI +A(t);
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additionally, the costs R to rebuild a compromised asset can also be taken into

consideration, either as

LT = LI +A(t) +R

in case the rebuild costs do not include man-hour costs, or as

LT = LI +A(t) +R(t)

if man-hour costs are the dominant rebuild costs.

If the approach is used as described by Mizzi, it does not consider costs

and benefits that incur over the course of time discounted to the present point

in time. Mizzi, however, notes that one could additionally use NPV or IRR

to better account for running costs. In contrast to other approaches presented,

Mizzi additionally presents an extension to his approach in which the costs to

break a security countermeasures CTB for an attacker can be considered. This

way, the efforts needed by an attacker to break a security countermeasure can be

taken into account. In all calculations, however, this approach does neither take

probabilities of information security breaches nor the success rate of information

security countermeasures into consideration.

When assessing the approach’s suitability to support information security

investment decisions, we note that the investment is treated as one single invest-

ment. The decision making is supported based on financial measures, however,

not including non-financial ones. The approach considers both one-time costs as

well as running costs. Running costs incurring in latter periods, are, however, not

discounted. Mizzi notes that for considering running costs, NPV or IRR may

be used. In the approach’s extension, an attacker’s costs are taken into consid-

eration. The approach, however, is applicable without this extension. Network

effects of the investment are not taken into account.

To sum up, the approach presented by Mizzi meets the requirements with

respect to investments made as a whole, financial measures and one-time costs

and benefits. It partially fulfills the requirements regarding running costs and

attacks. The approach neither considers non-financial measures nor network ef-

fects.

4.3 Approach by Al-Humaigani and Dunn

A rather simple approach to information security investment is presented by

Al-Humaigani and Dunn [1]. They argue that the maximum return of an infor-

mation security investment is reached when the total costs of security, including
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losses due to information security breaches and costs of information security

countermeasures, is minimal. For this, Al-Humaigani and Dunn use measures

representing costs to invest and costs incurring if not invested in information

security.

In their approach, Al-Humaigani and Dunn calculate the return on secu-

rity investment based solely on financial measures. In their calculations, they,

however, use financial measures for non-financial aspects, for instance, losses

in reputation and goodwill. Al-Humaigani and Dunn determine the return on

security investment (ROSI) using the following equation:

ROSI =
∑

[KT × (CT6 + CT7 + CT8 + CT9 + CT10) + CT11

− (CT1 + CT2 + CT3 + CT4 + CT5)]

where T is the threat or risk the security investment is intended for; CT1 denotes

costs of procuring the security countermeasures, CT2 costs of additional hard-

ware and facilities, CT3 costs of training, CT4 losses due to limitations placed

on business, CT5 costs of adopting a secured-by-design strategy, CT6 costs to

recover from an information security breach, CT7 losses due to business inter-

ruption, CT8 losses in human casualties, CT9 losses in data from business and

legal aspects, CT10 losses in reputation and goodwill, CT11 the amount paid

by the insurance, KT the probability of the realization of the security threat

without the information security investment.

To determine the approach’s suitability to assess the economic viability of

the policy and security configuration management tool, we again look at the

requirements derived in section 2. The approach by Al-Humaigani and Dunn

treats the investment as a single investment, not considering cases in which the

investment is split up. Thus, the approach meets the first requirements. The

decision support is solely based on financial measures. Financial measures are

important as an organization’s management is mostly interested in such mea-

sures. Non-financial measures (e.g., an organization’s trustworthiness), however,

also provide useful information about the investment and should thus not be

left out of consideration. The financial measures consist of one-time costs only,

which incur as soon as the investment is made. The policy and configuration

management tool, however, is also operated in a dynamic mode in which run-

ning costs and benefits incur over time. By not taking running costs and benefits

into account, the approach does not meet the respective requirement and neglects

important information about the investment. Furthermore, the approach does

not rely on information on attacks, thus it meets the respective requirement.
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Network effects are not considered in the approach. As the tool is applied in a

network of organizations, the tool’s network effects increase the benefits for all

parties within the network.

To sum up, the approach presented by Al-Humaigani and Dunn is suitable

for investments made as a whole, considers financial measures that incur once,

and does not rely on information on attacks. The approach, however, does not

take non-financial measures, network effects, and running costs and benefits into

account.

4.4 Approach by Sonnenreich et al.

Sonnenreich et al. [37] propose an approach similar to the traditional accounting

figure return on investment (ROI) termed return on security investment ROSI.

In contrast to other approaches, Sonnenreich et al. do not divide the costs used

for the calculation further into different types of costs. For supporting investment

decisions, they calculate ROSI as

ROSI =
(risk exposure ∗ risk mitigated) − solution costs

solution costs
,

where

risk exposure = ALE = SLE ×ARO;

ALE denotes the annual loss exposure, that is, the single loss expose SLE times

the annual rate of occurrence ARO of an information security breach that the

security investment should mitigate.

Looking at the requirements to assess the approach’s suitability for support-

ing information security investment decisions, the approach by Sonnenreich et al.

regards the investment as a whole that cannot be split into smaller investments.

For supporting investment decisions, however, only financial measures are taken

into consideration; non-financial ones are left out. Thus, the requirement regard-

ing financial measures met, the one regarding non-financial measures is not met.

The costs and benefits incur once. Even though Sonnenreich et al. mention NPV

and IRR for discounting running costs incurring at a later point in time, they

are not taken into account. As the approach does not rely on information on

attacks, the approach is applicable without considering attacks and thus meets

the respective requirement. Finally, network effect are not used for supporting

investment decisions. As a consequence, useful information about the investment

is neglected and the respective requirement is not met.
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To sum up, the approach presented by Sonnenreich et al. is suitable for in-

vestments made as a whole, and meets the requirements with respect to financial

measures and one-time costs and benefits. Furthermore, it does not rely on in-

formation on attacks and is thus applicable without considering attacks. The

approach cannot be used to take non-financial measures or running costs into

consideration, and it disregards network effects of the investment.

4.5 Approach by Cremonini and Martini

Cremonini and Martini [13] discuss an approach to information security invest-

ment decision making similar to the one of Sonnenreich et al. They also use a

ROI based approach using the annual loss expectancy ALE. Additionally, they

couple the ROI with a measure representing the convenience of attacks termed

return on attack ROA. This allows to compare alternatives from an attacker’s

point of view and to choose the alternative with the highest disadvantage from

an attacker’s point of view.

Cremonini and Martini define the ROI as

ROI =
ALEbeforeS −ALEafterS

costs of security measure S
,

where ALEbeforeS and ALEafterS , respectively, denote the annual costs related

to all information security incidents that security countermeasure S is destined

to mitigate, before and after S was implemented. The ROA, on the other hand,

is equal to

ROA =
gain from successful attack

costs before S + losses caused by S
.

The costs associated with ROA are the costs faced by an attacker willing to

breach a system. Again, as with other approaches, no qualitative measures are

taken into account.

Looking at the requirements derived from the tool’s characteristics, we can

determine the approach’s suitability to assess the tool’s economic viability. The

approach by Cremonini and Martini assumes that the investment is made as a

whole that has no additional features to be purchased later on. This way, the

approach clearly meets the respective requirement. Looking at the requirements

of financial and non-financial measures, the approach only considers the former,

and leaves out the latter. As a consequence, the approach neglects useful in-

formation that may be helpful for making investment decisions. The costs and

losses in the calculations incur only once, meeting the respective requirement;
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the requirement regarding running costs and benefits that incur in the tool’s

dynamic mode of operation over time is not met. The approach strongly relies

on information on attacks. If such information is not available, the approach is

hardly applicable. Thus, the respective requirement is not met. Network effects

of the investment are neglected, again not meeting the respective requirement.

To sum up, the approach presented by Cremonini and Martini is suitable

for investments made as a whole. Additionally, the approach takes financial

measures incurring once as inputs. However, it relies on information on attacks.

The approach does not account for non-financial measures, running costs and

benefits, and network effects.

4.6 Approach by Huang et al.

Huang et al. [26] present an approach for determining the optimal amount to

invest in information security based on the investment’s expected utility. As in

the approach presented by Gordon and Loeb [22], in this approach, the level

of investment also depends on the asset to be protected, its vulnerability, and

the associated potential losses. In their approach, Huang et al. assume a single-

event, single-period security breach of an asset. A breach is associated proba-

bility function ρ and potential losses L including direct monetary and indirect

losses resulting from, for instance, bad reputation or liability. ρ is a function

of the threat probability t external to the organization and determined by the

attractiveness of the asset; the vulnerability v of the asset is determined by the

configuration of the information system providing the asset; and the investment

S in information security countermeasures to protect the asset. That is,

ρ = ρ(S, v, t).

The expected losses due to an information security breach is denoted by X with

X =

L, ρ,0, (1 − ρ)

For calculating the optimal amount to invest, Huang et al. assume that with

increasing investment S the breach probability ρ decreases, and that the marginal

improvement on security decreases with a higher investment S. They further

assume a risk-averse decision maker, whose aim is to maximize the expected

utility u, determined by the organization’s wealth w. That is, u = u(w). For
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determining the optimal amount to invest, the expected utility of the investment,

written as

E[u(w − S −X)] = ρu(w − S − L) + (1 − ρ)u(w − S)

needs to be maximized. To do so, the equitation needs to be differentiated with

respect to S and set equal to zero. Besides determining the optimal amount to

invest, the approach by Huang et al. can also be used to calculate the upper

bound of investments (i.e., the maximum amount to invest). Even for a risk-

averse decision maker, the maximum amount to invest should never exceed the

expected losses of a potential information security breach.

For assessing the approach’s suitability for supporting information security

investment decisions based on the example of the policy and security configura-

tion management tool, we note that the approach by Huang et al. assumes that

the investment is made as a whole, not considering cases in which it is partitioned

into smaller parts. This way, the approach meets the respective requirement. For

supporting investment decisions, the approach uses financial measures, which are

especially important for an organization’s management. Non-financial measures,

however, are left out of consideration. The financial measures consider one-time

costs, thus meeting the respective requirement. Running costs and benefits that

incur in the tool’s dynamic mode of operation are neglected. As a consequence,

the approach does not fulfill the respective requirement. The approach by Huang

et al. does not rely on information on attacks. This allows to apply the approach

without considering attacks, which is a requirement the approach should meet.

Network effects of the investment are not taken into account by the approach,

thus not meeting the respective requirement.

To sum up, the approach presented by Huang et al. is suitable for invest-

ments made as a whole, considers one time financial measures as inputs, and

does not rely on information on attacks. The approach does not meet the re-

quirements regarding non-financial measures, running costs and benefits, and

network effects.

4.7 Approach by Tallau et al.

Another approach to information security investment decision making is pre-

sented by Tallau et al. [38]. In contrast to the other analyzed approaches, Tallau

et al. base their approach on the Balanced Scorecard proposed by Kaplan and

Norton [27]. In general, the Balanced Scorecard is a performance measurement
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system that does not only consider financial measures, but also non-financial

ones related to internal processes, customers, and innovation and learning. The

Balanced Scorecard allows to view business from four different angles, thus pro-

viding a balanced view of an organization’s performance.

As in the original Balanced Scorecard, Tallau et al. use the four perspectives

financial, customer, internal processes, and innovation and learning for deciding

whether to invest. For each perspective, goals and measures for the investment

are established. For instance, the authors use “Reduce hacks/intrusions in past

year by 90%” as a goal and “Server down time (in hours)” as a measure in

their exemplary application [38, p. 47]. Additionally, each goal is weighted in-

dicating the importance relative to the other goals. Next, the degree to which

each goal is fulfilled is determined, the goals are weighted and the average of

all weigthed degrees of fulfillment is calculated. If this approach is applied in a

non-comparative way (i.e., only one investment is evaluted), a minimum average

degree of fullfilment of the goals can be set. If the investment’s average degree

is above the threshold, an investment is considered to be economically viable.

If the approach by Tallau et al. is used in a comparative analysis (i.e., several

investements are compared with each other), the investment yielding the highest

average degree is recommended.

For assessing the approach’s suitability to assess the policy and security con-

figuration management tool’s economic viability, we use the requirements pre-

sented in section 2. The approach by Tallau et al. assumes investments as a

whole, thus meeting the respective requirement. The decision support is based

on both financial and non-financial measures, such as customer satisfaction or in-

creased trustworthiness. This way, the approach presents a balanced view of the

investment. Both respective requirements are fulfilled. As measures used within

the decision support can be chosen freely by the decision maker, one-time costs

as well as running costs may be taken into account. The same holds true for

measures regarding attacks and network effects. That is, the approach can be

applied without considering attacks and measures with respect to network effects

can be chosen.

To sum up, the approach presented by Tallau et al. is suitable for investments

made as a whole. It completely meets the requirements with respect to financial

and non-financial measures, and one-time costs. Additionally, it partially fulfills

the requirements regarding running costs and network effects and does not rely

on information on attacks.
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4.8 Approach by Wang et al.

Wang et al. [41] present an approach supporting information security investment

decisions based on value-at-risk (V aR), a tool originally developed for the as-

sessment of the risk associated with financial assets. With their approach, Wang

et al. are able to measure the risk of daily losses and, by using extreme value

analysis, to assess the value at risk.

V aR denotes the upper limit for daily losses L caused by an information

security breach. The information security breach exceeds V aR with probability

p. In other words, with a proper information security investment the probability

that the daily losses L exceeds V aR is p. That is,

p = Pr[L ≥ V aR] = 1 − Pr[L ≤ V aR].

The daily losses L at a given investment level I is

L =

T∑
j=1

njCj(I),

where j is the type of information security incident, nj is the number of occur-

rences of incident type j, and Cj denotes the costs caused by an incident of type

j. Both nj and Cj assume that the information security investment is in place.

In case the approach by Wang et al. [41] is applied in a non-comparative way

(i.e., only one investment alternative is evaluated), V aR and the expected daily

costs of the investment, consisting of the average daily losses and daily solution

costs, are compared with the current situation. In case the approach is applied

in a comparative analysis, for each alternative, V aR and expected daily costs

are calculated. Then, the decision maker can choose either of the alternatives

(or the current status) based on his level of risk aversion. That is, the decision

maker chooses an alternatives based on whether he or she strives to decrease the

expected daily costs or V aR.

For assessing the approach’s suitability for information security investment

decisions regarding the policy and security configuration management tool, we

note that the V aR based approach by Wang et al. [41] assumes information

security investments to be made as a whole, neglecting cases in which the in-

vestment is split into smaller parts. This way, the approach meets the respective

requirement. For supporting investment decisions, the approach uses financial

measures and thus fulfills the requirement accordingly. Non-financial measures,

however, are not considered in the approach. Thus, the respective requirement
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is not met and useful information of the investment is left out of consideration.

The financial measures incur once, therefore meeting the requirement with re-

spect to one-time costs and benefits. Running costs and benefits incurring over

time in the tool’s dynamic mode of operation, however, are not taken into con-

sideration. The approach does not rely on information on attacks and is thus

applicable without considering attacks. This way, the approach meets the re-

spective requirement. In contrast, the requirement regarding network effects is

not met, as the approach uses no measures associated with the tool’s network

effects.

To sum up, the approach presented by Wang et al. is suitable for investments

made as a whole, and takes one time financial measures into consideration. It

does, however, not take non-financial, running costs and benefits, and network

effects of the investment into account. The approach can be applied without

having information on attacks.

4.9 Approach by Gordon et al.

Gordon et al. [21] present a wait-and-see approach based on real options. The

basic idea of their approach is that in case of uncertainty with respect to expected

benefits, it may be better to wait for key events to occur as often higher expected

benefits can be yielded this way. Thus, before investing in information security,

it may be advisable to wait for an information security breach to happen. As

soon as a breach occurs, more information to assess the expected benefits of an

information security investment is available, thus making the assessment more

accurate. They argue that because of this deferment option, several information

security breaches can be explained.

Gordon et al. state that in order to make the investment, the NPV of the

investment made today must be greater than the NPV of the deferred invest-

ment. Determining the costs and benefits of an information security investment

before a breach occurs is, however, uncertain. For instance, Gordon et al. [21,

pp. 3-4] provide an example of an organization about to make an investment of

$1.000.000 in information security for one year. The benefits of this investment,

are, however, uncertain. Either, the benefits are $40.000 or $200.000 per month,

both being equally probable. Then, the expected value of this investment is equal

to ($12∗40.000∗0.5)+(12∗$200.000∗0.5)−$1.000.000 = $440.000. They assume

that one month later an information security breach occurs and the benefits of

the investment become known. Now, we are able to determine the expected
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value for both savings: In case of the lower benefits, the expected value of the

investment is EVlow = 11 ∗ $40.000− $1.000.000 = −$560.000, which is negative

and the investment should not be made. When looking at the higher benefits,

the expected value yields EVhigh = 11 ∗ $200.000− $1.000.000 = $1.200.000 and

should be taken. This example illustrates, how the expected value of an informa-

tion security investment increases from $440.000 to $1.200.000 ∗ 0.5 = $600.000

by deferring the decision to invest by one month.

When assessing the approach’s suitability to assess the economic viability

of the policy and security configuration management tool, we note that even

though the approach by Gordon et al. considers that the decision to invest can

be deferred, the authors assumes that the investment is made as a whole meeting

the respective requirement. The decision making is supported by taking financial

measures into account. This way, the approach meets the requirement regarding

financial measures. Non-financial measures, which provide useful information on

the investment, are, however, neglected. one-time costs are taken into account by

the approach; running costs and benefits that incur in the tool’s dynamic mode

are, in contrast, left out of consideration, not meeting the respective require-

ment. For supporting information security investment decisions, the approach

does not rely on information about attacks making it possible to apply the ap-

proach without considering attacks. The approach thereby meets the respective

requirement. Network effects are left out of consideration by the approach, thus

not fulfilling the requirement regarding network effects.

To sum up, the approach presented by Gordon et al. is suitable for invest-

ments made as a whole, considers one time financial measures as inputs, and

does not rely on information on attacks. The approach leaves out non-financial

measures and network effects; running costs and benefits cannot be taken into

account.

4.10 Approach by Bodin et al.

Bodin et al. [5] present an approach based on the analytic hierarchy process

(AHP). The AHP uses besides financial measures also non-financial measures

for analyzing multi-criteria decision problems. The approach by Bodin et al.

is predominantly used in comparative analyses, where several alternatives are

compared with each other.

The first step of this approach is to determine criteria and sub-criteria, along

with intensity levels denoting the level of fulfillment (e.g., high or very high) for

23



each of them. According to these criteria and sub-criteria, information security

investments will be evaluated and compared. Following, weights C(i, j) for a

pairwise comparison are assigned to the criteria, sub-criteria and intensity levels.

The larger a weight C(i, j) is, the more preferred is element i over j. In the next

step, each alternative is evaluated with respect to the criteria and sub-criteria

and the respective intensity levels are recorded. Finally, for each alternative, the

weights of all criteria and sub-criteria are added up resulting in the alternative’s

total score. This can then be compared and the alternative yielding the highest

total score is recommended.

Looking at the requirements to assess the approach’s suitability to assess

the policy and security configuration management tool’s economic viability, the

approach assumes the investment to be made as a whole, meeting the require-

ment accordingly. For supporting information security investment decisions, the

approach takes financial as well as non-financial measures, which can both be

chosen freely by the decision maker, into consideration. This way, the approach

fulfills both respective requirements. As the measures for evaluation can be cho-

sen freely, measures for one-time costs and running costs can be selected. In

the same way, measures with respect to network effects can be chosen for the

decision support.

To sum up, the approach presented by Bodin et al. is suitable for investments

made as a whole. It fully meets the requirements with respect to financial and

non-financial measures, and one-time costs. Additionally, it partially takes run-

ning costs and benefits and network effects into account and does not rely on

information on attacks.

4.11 Approach by Butler

The last approach analyzed is a comparative approach described by Butler [7]

called Security Attribute Evaluation Method (SAEM). This approach is a quan-

titative cost-benefit analysis for information security investment decisions in-

volving four steps. For the initial data collection, structured interviews with IT

and security managers are conducted.

The first step of the analysis is a security technology benefit assessment.

In this step, several investment alternatives are collected and their benefits are

assessed. A benefit can be either achieved by preventing a breach or by reduc-

ing a breach’s consequences. Subsequently, each alternative is evaluated with

respect to its capability to mitigate information security risks. This means that
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an alternative’s effectiveness in reducing the probability and/or the impact of an

information security breach is assessed. These estimations are done by security

managers who rate the effectiveness based on their working experience. In the

following step, a security architecture coverage assessment is conducted. Here,

each alternative is assessed with respect to the breadth of security risks the al-

ternative covers. In the final step, the costs of each alternative are compared

with each other. To save time in decision making, the alternatives providing the

highest benefit are compared first.

For assessing the approach’s suitability for supporting information security

investments, we use the requirements derived from the tool’s characteristics. We

note that in the approach presented by Butler the investment is treated as an

undividable investment, which cannot be partitioned into smaller parts. Thus,

the approach meets the respective requirement. Information security investment

decisions are supported by the use of financial as well as non-financial measures

meeting this way the two respective requirements. The costs in the approach are

regarded as one-time costs. Running costs are not considered. This way, impor-

tant information on the investment is not taken into account and the approach

does not meet the respective requirement. As the approach does not rely on in-

formation on attacks, the approach can be applied without considering attacks

and thus fulfills the respective requirement. Network effects of the investment

are not accounted for in the approach, therefore the approach does not meet the

requirement regarding network effects.

To sum up, the approach presented by Butler is suitable for investments made

as a whole. It considers one time financial measures and non-financial measures.

However, it leaves out running costs and benefits as well as network effects. For

supporting investment decisions, the approach does not rely on information on

attacks.

5 Discussion

In this section, we discuss the results of the analysis of approaches supporting

investment decisions with respect to the policy and security configuration man-

agement tool. More concretely, we highlight the degree to which the analyzed

approaches fulfill the requirements we derived from the tool’s characteristics

and its application in cross-organizational settings. Furthermore, we highlight

commonalities and differences of the approaches and discuss their suitability to

support the assessment of the tool’s economic viability.
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In the following, we start with a general discussion of the approaches. Then,

for each requirement the degree to which it is fulfilled by the analyzed approaches

is discussed in a dedicated paragraph. Additionally, we present the consequences

that result from the fulfillment or non-fulfillment of the requirement. At the

end of this section, we summarize the suitability of each approach to support

investment decisions with respect to the policy and security configuration man-

agement tool. Finally, we address the two approaches that at least partially fulfill

all requirements in more detail.

The analyzed approaches can be divided into comparative and non-comparative

approaches. The approaches by Bodin et al. [5], Butler [7], Tallau et al. [38], and

Wang et al. [41] are intended for comparative analyses. In comparative anal-

yses several alternative investments are compared to each other with respect

to financial and non-financial measures. Comparative approaches may become

problematic in case only one investment needs to be evaluated. In such cases,

the investment can be compared to the current situation without the invest-

ment being made. Alternatively, as, for instance, proposed by Tallau et al. [38],

the approach is applied to evaluate only the single investment. For being eco-

nomically viable, the investment must reach a certain threshold, say 80%, of an

overall score. The problem in this case, however, is to determine this threshold.

Compartive approaches compare alternative investments and help to determine

which alternative should be favored. The problem, however, is that they do not

necessarily say whether an investment is economically viable. For instance, the

approaches say that investment A should be favored over investment B, but they

do not say whether, for instance, a positive return can be expected from the in-

vestment. The seven other approaches are non-comparative approaches. Such ap-

proaches can be used to evaluate a single investment. That is, these approaches

yield one result based on which the investment decision can be made. When

comparing several alternative investments using a non-comparative approach,

only the results of the approach, for instance, the ROSI of each alternative, is

compared.

When we compare the type of assistance provided by the approaches, we

see that the approaches by Gordon and Loeb [22], Huang et al. [26], and Wang

et al. [42] help to calculate the optimal amount a risk-neutral and risk-averse

decision maker, respectively, should invest. Furthermore, they can be used to

determine the maximal amount to invest. Gordon and Loeb [22], for instance,

state that one should not invest more than 37% of the expected losses. The ap-
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proaches, however, do not say whether one should make a certain investment.

Nevertheless, we can assume that if the costs of an investment are between the

optimal and maximal expenditure, the investment should be made, the nearer

to the optimal amount the better. Similarly, the approach by Wang et al. [41]

does not say whether an investment should be made. The approach compares

alternatives with respect to the investments’ costs and the V aR of expected

losses. It is then up to the decision maker to choose an investment based on

his or her risk preference, which may be either to take a higher risk regarding

the V aR and lower investment costs, or vice versa. The three approaches by

Bodin et al. [5], Butler [7], and Tallau et al. [38] give an overview of alternative

investments and show which investment should be favored over the alternative

investments. The decision to make an investment depends again on the decision

maker. The approaches by Al-Humaigani and Dunn [1], Cremonini and Martini

[13], and Mizzi [32], based on accounting figures, provide as the result the return

to be expected from the investment. In case the return is positive, an investment

can be made as its benefits are higher than its costs and is thus economically

viable; in case the return is negative, the investment should be neglected, be-

cause the investment costs are higher than the expected benefits; in case the

investment equals zero, it is up to the decision maker to make the investment

or not. The same thinking applies to the approach by Gordon et al. [21], except

that the approach additonally takes a deferrement of the investment decision

into account.

All analyzed approaches for supporting information security investment de-

cisions assume that the investment is made as a whole. That is, the investment

is not split into smaller parts (e.g., based on functionality), where the decision

to invest in some parts may be deferred and made at a later point in time.

This requirement is important as the policy and security configuration manage-

ment tool is provided as a whole and not split into several smaller parts with

functionality to be bought at a later point in time.

For supporting investment decisions, all identified approaches use financial

measures. This is important as an organization’s upper management is espe-

cially interested in financial measures such as the return to be expected from an

investment.

Investments, however, do not only have financial benefits. The policy and

security configuration management tool, for instance, aims at increasing an or-

ganization’s trustworthiness, which can hardly be expressed in financial mea-
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sures. Therefore, non-financial measure should not be neglected as they provide

additional important information about an investment. Three of the identified

approaches support non-financial measures: The approach by Tallau et al. [38]

provides, based on the Balanced Scorecard, besides a financial perspective, three

other perspectives (i.e., customer, internal processes, and innovation and learn-

ing) that are considered for the decision support. The approach by Butler [7]

allows the decision maker to freely choose the measures that will be used to

evaluate the investment. The approach by Bodin et al. [5] does not allow such a

freedom in selecting measures, but assesses, for instance, an investment’s security

architecture coverage. Tallau et al. [38] state, however, that finding appropriate

measures for evaluating investments is difficult and time consuming and depends

on the one responsible for selecting the measures. Allowing the decision maker

to freely chose the measures that will be used in the decision support, however,

may bear some disadvantages. For instance, relationships between measures may

hardly be described. Furthermore, it may also be difficult to formalize the mea-

sures so that they can be used for the evaluation of investments.

All approaches take one-time costs and benefits into account. This is impor-

tant as one-time costs, for instance, for buying and deploying the policy and

security configuration management tool, incur in any case. Therefore they need

to be taken into account.

Running costs and benefits, in contrast, are not directly considered by any

approach. The approach presented by Mizzi [32] gives formulas for costs incurring

after the first year, however, does not discount them. Because in the approaches

described by Bodin et al. [5] and Tallau et al. [38] the measures can be chosen

freely, respective measures may be selected. Considering running costs is impor-

tant, as the policy and configuration management tool is operated in a dynamic

mode. In this mode, costs and benefits do not incur immediately, but over time.

Therefore, running costs and benefits should not be neglected.

Only two of the analyzed approaches directly consider attacks; the other nine

do not consider attacks directly. The first one is the approach described by Mizzi

[32] in which an extension considering attacks is presented. The extension takes

the attacker’s cost to break a countermeasure into consideration. The approach,

however, can be applied without the extension. The second one is the approach

described by Cremonini and Martini [13] which uses the attacker’s return on an

attack in the decision support. The policy and security configuration manage-

ment tool’s primary purpose is to manage policies and security configurations,
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that is, to ensure that an organization is compliant with all applicable laws and

regulations. Considering attacks and an attacker’s costs for breaching a system

is thus not necessary and can therefore be neglected. It is thus important that

the approach can be applied without considering attacks.

As expected, none of the analyzed approaches directly considers network

effects of investments. The approaches by Bodin et al. [5] and Tallau et al. [38]

allow the decision maker to freely choose measures to be used in the approach.

Therefore, measures focusing on the investment’s network effects may be selected

and thus taken into consideration. This way, network effects can be taken into

account. The more of an organization’s service providers also use the policy and

security configuration management tool, the higher will be the overall benefit for

all involved parties. This is because information about compliance and security

requirements can be easily exchanged between the involved parties via the tool.

Thus, taking the tool’s network effects into account is important as the network

effects substantially influence the benefits of the tool.

In summary, the approach for supporting information security investment

decisions presented by Cremonini and Martini [13] is the least suitable of the

analyzed approaches. The approach fulfills three requirements (i.e., the tool is

bought as a whole, financial measures and one-time costs and benefits) neglect-

ing, however, important requirements such as non-financial measures and run-

ning costs and benefits. The approaches presented by Al-Humaigani and Dunn

[1], Gordon et al. [21], Gordon and Loeb [22], Huang et al. [26], Sonnenreich

et al. [37], and Wang et al. [41] fulfill only four of the requirements (i.e., the

tool is bought as a whole, financial measures, one-time costs and benefits, and

applicability without considering attacks). They are, thus only partially suitable

to assess the economic viability of the policy and security configuration man-

agement tool, as useful information on the investment is not considered for the

investment decision support. The approach described by Mizzi [32] meets three

requirements (i.e., the investment is made as a whole, financial measures, and

one-time costs and benefits), and partially fulfills two requirement with respect

to running costs and benefits and, attacks. The approach presented by Butler

[7] is a comparative approach that meets five out of the seven requirements but

not the requirements with respect to running costs and network effects. Only

the approaches by Bodin et al. [5] and Tallau et al. [38] at least partially fulfill

all requirements. They are, nevertheless, both not completely suitable for sup-

porting investment decisions regarding the example of the policy and security
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configuration management tool. Both approaches are used in comparative anal-

yses where several investment alternatives are evaluated and compared to each

other. Furthermore, the two approaches do neither determine the return to be

expected from the investment nor the optimal amount to invest given the asset’s

value and vulnerability. To do so, the approaches presented by Bodin et al. [5]

and the one presented by Tallau et al. [38] could be combined with one of the

other approaches to have on the one hand an evaluation with respect to financial

and non-financial measures, and on the other hand to determine the return of

the investment or the optimal amount to invest.

6 Conclusion

In this article, we identified, analyzed and presented a set of approaches for sup-

porting information security investment decisions. Additionally, we evaluated

and compared them with respect to their suitability for assessing the economic

viability of a policy and configuration management tool. This tool helps orga-

nizations in general and service providers in particular to deal with the myriad

of regulatory and contractual requirements they need to comply with. The tool

aims at reducing the costs for the management of policies and security configu-

rations and at increasing the level of security and compliance of organizations.

For evaluating and comparing the approaches’ suitability to support investment

decisions regarding the tool, we derived from the tools functionality and usage

in cross-organizational settings several requirements. The approaches should al-

low that the investment is made as a whole, consider financial and non-financial

measures, take one time and running costs and benefits into consideration, be

applicable without considering attacks, take network effects of the investment

into account.

The findings show that there is no approach that is completely suitable.

There are approaches, such as the ones presented by Bodin et al. [5] and Tallau

et al. [38], respectively, that fulfill most of the requirements. They, however,

are intended for comparative analyses and cannot be easily used to assess the

economic viability of a single investment. It may be that a combination of two

or more approaches that complement each other can be used together. Finding

compatible approaches and determining their fit is, however, left to future work.

As we focused in this article on a policy and security configuration management

tool, the results are specific to the characteristics of this tool. Using another tool

as an example would most certainly have led to other results.

30



One limitation of this article is that we focused on investment approaches

that help to assess the economic viability of a certain investment. This means

that it is assumes that sufficient money is available to make the investment. In

practice, however, security budgets are not inexhaustible. The objective then is to

determine how to best spend this budget with respect to well-defined objectives

and thus to determine the cost-effectiveness of investments.
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