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Motivation and Background

Mt. Gox
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Motivation and Background Bitcoin Currency Exchanges

Bitcoin Currency Exchange Market Share

20
11

−
05

20
11

−
07

20
11

−
09

20
11

−
11

20
12

−
01

20
12

−
03

20
12

−
05

20
12

−
07

20
12

−
09

20
12

−
11

20
13

−
01

20
13

−
03

20
13

−
05

20
13

−
07

20
13

−
09

20
13

−
11

Other
Mt. Gox
BTC−E
Bitstamp
BTC China
Bitfinex

%
 o

f t
ot

al
 e

xc
ha

ng
e 

vo
lu

m
e

0

20

40

60

80

100

Figure: Distribution of market share among Bitcoin currency exchanges by
reported trade volume, April 2011 to November 2013. (Source:
bitcoincharts.com)
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Motivation and Background Reported Outages

Reported Outage: Social Media
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Motivation and Background Reported Outages

Reported Outage: Press Release
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Motivation and Background Reported Outages

Reported Outage: News
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Motivation and Background Reported Outages

Reported Outage: Discussion Forum
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Motivation and Background Research Contribution

Research Motivation

We investigate how distributed denial-of-service (DDoS) attacks and
other shocks affect the Bitcoin ecosystem

Our focus: the Mt.Gox exchange

Mt. Gox was the largest currency exchange during Bitcoin’s rise
Prior research (Vasek et al. 2014) has shown that Mt. Gox was
targeted far more than other Bitcoin services
DDoS attacks may be financially lucrative to perpetrators, not only
disruptive
After Mt. Gox collapsed, a dump of millions of transactions was
publicly disclosed
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Data Collection Methodology Data Sources: Transaction Data

Data Source: Leaked Transaction Data
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Data Collection Methodology Data Sources: Transaction Data

Data Source: Transaction Data

Main Transaction Data:

Publicly leaked user level transaction data

8.9 million buy, 8.9 million sell between 4/2011 and 11/2013
126098 unique users

Data Attributes:

transaction time

user identifier

currency converting to or from bitcoin

transaction amount

exchange rate
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Data Collection Methodology Data Sources: Events Data

Events: D1

D1 Events: Reported DDoS attacks

Bitcointalk.org

34 reports between 2/11 and 10/13

/r/bitcoin reddit forum

8 reports between 4/13 and 11/13

Public announcements

9 reports

D1 Results:

51 total events on 37 days between 2/2011 and 11/2013
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Data Collection Methodology Data Sources: Events Data

Events: D2/D3

D2 Event: Additional security shocks

Date Description
2011-06-19 Security breach causes BTC fall to 0.01 USD
2012-02-21 Kernel panic triggers outage
2012-06-23 Invalid trading causes outage
2012-09-05 Unplanned trading outage
2013-02-22 Dwolla AML efforts cancel USD transfers
2013-03-11 Blockchain fork glitch
2013-04-09 Outage reportedly caused by high trade volume
2013-05-14 DHS seizes cash in court action
2013-06-20 Suspends USD withdrawals
2013-08-05 Announces significant losses due to early crediting

Additional shocks, other than DDoS, affecting Mt. Gox.

D3 Events: Confirmed DDoS attacks

Mt. Gox acknowledged outages

9 events
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Regression Model Overview of Approach and Data

Hypotheses + Results

Hypotheses:

Different users have different information

DDos attacks should lead to less trade among large users

Other events may also lead to less trading, but these are probably less
important

Results:

Using an event study design, we find that following DDoS attacks on
Mt. Gox, there was a significant reduction in the number of large
trades on the exchange.

In particular, the distribution of the daily trading volume becomes less
skewed (fewer big trades) on days following DDoS attacks.

The results are robust to alternative specifications.
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Regression Model Overview of Approach and Data

DDoS and Other Shocks Over Time
0

50
00

00
00

00
15

00
00

00
00

0

Date

D
ai

ly
 T

ra
ns

ac
tio

n 
V

ol
um

e 
(J

P
Y

)

Ju
n 

11

F
eb

 1
2

Ju
n 

12

S
ep

 1
2

F
eb

 1
3

M
ar

 1
3

A
pr

 1
3

M
ay

 1
3

Ju
n 

13

A
ug

 1
3

DDoS
Other
Transaction Volume

18 / 31



Regression Model Overview of Approach and Data

The Data - User Activity
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Figure: Sum of unique users per day with the trend 19 / 31



Regression Model Overview of Approach and Data

The Data - Daily Volume
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Regression Model Overview of Approach and Data

The Data - Skewness Hypothesis
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Regression Model Regressions using Volume as Dependent Variable

Regressions using Volume as Dependent Variable

TransactionVolumet = β0 + β1D1t−1 + β2D2t−1 + β3Timet + εt (1)

Max .Transactiont = β0 + β1D1t−1 + β2D2t−1 + β3Timet + εt (2)

LargeTransactionst = β0 + β1D1t−1 + β2D2t−1 + β3Timet + εt (3)

Likely biased since changes in volume may cause DDos attack
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Regression Model Regressions using Volume as Dependent Variable

Results using Volume as Dependent Variable

(1) (2) (3)
VARIABLES Transaction Volume Max. Transaction Large Transactions

D1 -2.826e+07 -700,953 -104.6
(1.306e+08) (1.265e+06) (277.3)

D2 1.588e+08 1.559e+06 311.4
(1.963e+08) (1.901e+06) (416.8)

Time 1.053e+06*** 13,140*** 2.246***
(76,263) (738.5) (0.162)

Constant -2.334e+08*** -2.215e+06*** -537.5***
(4.064e+07) (393,531) (86.28)

Observations 924 924 924
Adjusted R-squared 0.171 0.255 0.172

Standard errors in parentheses
*** p<0.01, ** p<0.05, * p<0.1
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Regression Model Regressions using Skewness and Kurtosis as Dependent Variable

Solving Endogeneity Problem: Using Skewness and
Kurtosis

Skewness - The asymmetry of the probability distribution of a
real-valued random variable about its mean

Kurtosis - The ”tailedness” of the probability distribution of a
real-valued random variable

Kurt[X ] =
µ4
σ4

=
E [(X − µ)4]

(E [(X − µ)2])2
(4)
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Regression Model Regressions using Skewness and Kurtosis as Dependent Variable

Advantages of using Skewness and Kurtosis

No significant time trend in skewness and kurtosis

the data show that while the volume of trade to grow over time, the
distribution of daily trades (in the form of kurtosis and skewness) does
not change at all.

Skewness and kurtosis captures the very essence of the hypothesis

DDoS attacks might affect different types of trades (large and small) in
different ways.

There is no Endogeneity

Changes in kurtosis and skewness are not likely to lead to an increased
likelihood of a DDoS attack.
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Regression Model Regressions using Skewness and Kurtosis as Dependent Variable

Daily Skewness

Figure: Daily Skewness of the distribution of transactions and the (insignificant)
time trend
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Regression Model Regressions using Skewness and Kurtosis as Dependent Variable

Daily Skewness

Figure: Distribution of Daily Skewness
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Regression Model Regressions using Skewness and Kurtosis as Dependent Variable

Regression Equations

ln(skew)t = β0+β1DoSt−1+β2D2t−1+β3ln(Vol)t+β4Userst+β5Timet+εt
(5)

ln(kurt)t = β0+β1DoSt−1+β2D2t−1+β3ln(Vol)t+β4Userst+β5Timet+εt
(6)
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Regression Model Regressions using Skewness and Kurtosis as Dependent Variable

Results

(1) (2)
VARIABLES ln(Skewness) ln(Kurtosis)

D1 -0.276** -0.560***
(0.112) (0.214)

D2 -0.0766 -0.160
(0.168) (0.322)

Users -0.000144*** -0.000247***
(2.32e-05) (4.44e-05)

ln(Transaction Volume) 0.327*** 0.640***
(0.0279) (0.0534)

Time -0.000889*** -0.00167***
(0.000107) (0.000206)

Constant -2.358*** -4.192***
(0.432) (0.828)

Observations 924 924
Adjusted R-squared 0.166 0.194

Standard errors in parentheses
*** p<0.01, ** p<0.05, * p<0.1 29 / 31



Regression Model Regressions using Skewness and Kurtosis as Dependent Variable

Interpretation of Results

DDos attacks lead to 28 percent reduction in skewness

DDos attacks lead to 56 percent reduction in kurtosis

Other events have no (statistically significant) effect on kurtosis and
skewness

Results very robust
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Conclusions and Future Work

First econometric study measuring the impact of DDoS attacks on
Bitcoin currency exchanges.

On days following DDoS attacks, the distribution of daily transaction
volume shifts so that fewer large transactions take place.

Future work:

Examine the data at the individual level.
Examine whether there is evidence of manipulation by profit-motivated
cybercriminals who leverage these shocks.
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