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Appendix

Proof 1. Baseline scenario:
Objective based on the expected utility function of the firmis

WZI?.X B(2)Us (W- L+[1- p(2)]1 - 2)+ 1- B(z) Uy (W- p(2)1 - 2)
Thefirst order condition for IT security investment is
BY2)[U, - U,]- 1+ﬂpﬂ—(zz)| B(z)ug+{1- B(z)}ug =0. (A1)
First order condition for insuranceis
B(2)[1- p(2)]Ug- p(2) 1- B(z) Ug=0. (A2)
Since p(z) = B(2), from the latter condition we seethat U$ =U ¢ and I=L. That is, the marginal utilities in both

states are equal. From the first condition,

B€2)=- © (A3)

Proof 2. IT Security Spending with No Insurance M arket
Utility function of the firmis

max B(z)U, (W- L- z)+(1- B(z))U, (W- 2)
z
Thefirst order condition for IT security investment is
BY2)[U, - U,]- {B(z)ug +(1- B(z))ug} =0
For W large enough, first order Taylor series approximation gives
Uy »Ug tUGL (A4)

-BY2)ugL- {B(z)ug+(1- B(2))ug}=0

B(2)+(1- B(2)) 2%
BY(7) = - —¢

since B(z)+(1- B(z))tj—'g: <1, IT security investment when insurance is available at fair market priceis lower

than IT security investment when there is no insurance market available.
Proof 3. Interdependent case:
Utility function of thefirm 1is

rz'ﬂi( B (2.2)Ua (W- L+[1- p(z:2)]1,- )+ 1- B(z.2,) Uy, (W- p(z:2,)1,- 2,)

where B, (z,2)=1- (1- p(z))(L- ap(2))
Thefirst order condition for IT security investment is

%ZZ:ZZ)(UBK UNl)' 1+%21’22)|1 {Bl(ziizz)ul%"' 1- Bl(zuzz) Ul@l}zo (A5)
First order condition for insuranceis

B/(z,2)1- p(z,2))U& - (1- B(z,2))p,(7,2)U§ =0
If =0, thenI=L and %Z“ZZM p&z)(1- ap(z,)) =-

[l =Y



If >0, for W large enough, using first order Taylor series approximation
UN1 »U81+US:1(L' |1); Ul@l >>U§1+U£(L- ll)
Substituting in A5, dividing by U S:l and using first order condition for insurance
ug _Bi(2.2)(1- [1+/]B(2.2))
ug  [1+/](1- B(2.2))
we get
18 (z.2)_ -1
Tz, [1+/]L

and assuming the CARA utility function we get from the FOC for insurance

~ /
I Il]_[1+/] 1- p(z) 1-ap(z)

where r =- tjj_ftt isaconstant and greater than 0. Using identical firms,

1
PUz) 1- e (2) =~ oy (A6)
/
I =L- (A7)
r[1+/] 1- p(2) 1- ap(2)
Proof 4: Condition for Unique Equilibrium
From the first order condition of IT security investment (A6),

PI(R(z).z)=pqz) 1- ap(z) +

The dope of reaction function for Firmland 2is

Ri(z,) = - PL(R(2).2) _ p¥z)(1- ap(2)). (2)

1

[1+/]|_=0

_ _ Pi(R(2)3)_ pqz)arqz)
11(R1(22)-22) pY(z)ap¢z,) PL(R(z).2) p¥z)(1- ap(z,))

In order for reaction curve to intersect, the slope of R, should be higher than the slope of R, . So

pYz)(1- ap(z))  pYz)apz)
pqz)ap€z)  p¥z)(1- ap(z))

cross-multiplying and rearranging

{ P9z)(1- ap(z) - pUz)apdz) H{ P¥z)(1- an(z)) + pYz)apqz,) }>0

Note that the second term in the LHS multiplicand is positive. Hence for an unique equilibrium,

p%z)(1- ap(z)) - pYz)apqz,) >0
Assuming symmetric firms, the condition for unique equilibrium can be written as

pY(2)(1- ap(2)) - q pYz) *>0
Proof 5:

Denote the level of IT security investment and insurance coverage taken in independent firm and dependent firms
as Z' and z° respectively and 1" and 1° .

L /
Pq2)=- 1+/]L nL [1+7] 1- p(2) (AB(@D)
D D\ —_ 1 . b = /
ptI(z ) 1 qp(z ) - [1+/]L rLod [1+/] 1- p(zD) 1- qp(zD) (AS(abl)

Dividing ABaand A9,

()= p() 1 () : oz )>p2) 2 >2

If >0, dividing A8b and A9b,
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_ 1- p(zD) 1- qp(zD)
L-1° 1- p(z')

L-1'

L-1'
I> 2P 1- p(Z') > 1- p(Z°) : <lorl'>1° (if =0, 1' =1P).
p(Z) > 1-p(2°) i 5 ( )

z

Pr oof 6:
E: p(z) ptl(z) <0 since denominator islessthan zero.
19 p¥z) 1- ap(2) - pYz)ap2)

i Wo._ /P42) 1+a- 2p(2)
Tz [1+/]r 1-p(2) " 1-ap(2) °
M 9z_ /pYz) 1+q- 20p(2) p(z) pq2) £o
1299 [1+/]r 1- p(2) © 1- ap(2) *{P%2) 1- ap(2) - pqz)apYz)}
(ii)E: 1 >0
L [1+/]1° p¥2)(1- ap(2))- pY2)apq2)
M, Mez_,  /rYz) 1+q- 20p(2)
L TzIL ° [1+/]r 1- p(2) * 1- ap(2) “[1+/]° p¥2)(1- ap(2))- pYz)apqz)
(i) 22 =0, . ! 30
fit i r*(1+/)(1- p(2))(1- ap(2))

>0

Proof 7:
ﬂ—p=(1+/)EE, B(z)=1- 1-gp(2) 1- p(2) ,%= pq(z) 1+q- 2gp(z) <0 and

Tl Tz 19
1z <0 from proposition 2 (i): Asaresult, :TT—'D >0
q

Proof 8:
Tz _ 1 >0
(1] L p®(2)(1- ap(2))- po2) apd(2)}

M Mz, M /pYz) 1+q- 20p(2)
7 Sz W [1+/]r 1- p(2) ?1- ap(2) 2[1+/]2L{ pGI(z)(l- qp(z))- pG(z)qu(z)}
1
1 p(z) 1-ap(2) r[1+/]2
~ 1 ) /pYz) 1+q- 29p(2) 1
1- p(2) 1-ap(z) r[1+/]° (1+/) 1- p(2) 1-ap(2) L{p¥z2) 1- ap(2) - pYz)apq2)}

pqz) 1+q- 2qp(2) -0
}

Denote /" =-
1- p(2) 1- ap(2) L{p%z2) 1- ap(2) - pYz)apqz)

s -1 . If />%,ﬂ>0,elseﬂ<o.
/-1 9/ T/

T 1
TV 1-p(2) 1-op(2) r[1+/]" (1+/)

Proof 9:
- / _ / _ /
=t r(1+/) 1- p(z) 1- ap(2) b r(1+/)[1- B(2)] b r(1+/ - p(2))
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WD) (5101 B 1

11/ 1z 1/
/
ol 10 (2)
1 (1+7- p(2)) :_1'/7(Z)+/ a7/
1 1z (1-7-p(2)
We know that insured amount will greater than premium paid.(i.e. (1- p(z) >0)Asaresult, if W:TE )>O ‘?TT/ <0.
If loading factor increases, insurance coverage will decreasesif price of insurance ( (2)) increases as well.
1B 1z
12(2) )1/ )BIZ S0 g > 229 1=y T2(2) 0
1 1z 1/ B(2) "
Proof 10:
, -1 ) -1 / )
Inregion 1; p¢(zl)=T, l,=L.Inregion2; p¢(22)=(1+/)|_ r(L- I2)=(1+/) = p(2) .Inregion 3;
. -1
p =—— ,l,=L.Inregion4, pQz)= .
@) ) " ) ) w)
/
r(L-1,)=
(L-1) (1+/) 1- p(z,) 1- ap(z,)

2>2,,2,>2,,2,>7 andsince%>0,z4>zg.

Asaresult, z, > z,,z > z,. For theinsurance amount, since z, >z,, |, =1,>1, > 1, . Traditional Insurance Market

(=0, =0) versus Current cyber insurance market. We will compare I T security investment level inregion 4 and in
region 1. For cyber insurance coverage taken L =1, > 1,. For the IT security investment,

M:[1+/] 1- qp(24)

pqz,)

If [1+/] 1- gp(z,) =1,then z =z,.
It [1+/] 1-ap(z) <1 pYz)>pYz) 2z>7

It [1+/] 1-ap(z) >1 pqz)<pqz) z<z
Proof 11: Joint decision-making solution
Suppose that there are two firms; firm 1 and firm 2. Social planner will maximize the following

B1UBl(W' L+(1' pl)ll' Zl)+(1- Bl)UNl(W' plll' Zl)+BZUB2(W- L+(l' pz)lz' 22)+(1' Bz)UNz(W' ,02|2' 22)
where B, =1- (1- p(z))(1- ap(z)) . B,=1- (1- p(z))(1- ap(z)) and p,=(1+/)B,
FOC for self protection with respect to Z ;
B,

%(Um' UNl)' BlU&+(l- Bl)UIQ:l l+%l +1111721(U52' UNz)' Bzu$2+(1' Bz)Urq:z %Iz =0
FOC for insurance is,

B, (1- p,)Ut - (1- B))pUg =0
Taylor 1% order approximation yields as before

B ) Vg . 9o, T8 (U&E g U& v Se.
B0 meea)gh ol B2k e tR ) P

(1- (1+7)B) _ _ug
(1 B)[1+/] ug

I, =0

1

For identical agent, U,, =U,, =U, and U, =U,, =U, andsince
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pYz)(1+a- 2ap(2)) =-

The above equation can be written as pq(z)(1- gp(z))+M =- ; M¢=p4(z)(q- ap(z)) £0

Comparing with individual firm’s first order condition
pY(2)(1- ap(2))+M =-

Proof 12:
Utility of firm 1 will be
a(z)(1- p(z))U\(W-2L+21,- p(2,2)1,- z)+
p(z)- ap(z)(1- p(2)) Us(W- L+1,- p(2.2)1,- 2)+(1- p(z))Uc(W- p(2.2)1,- 2)
First order condition with respect to z;
apqz)(1- p(z))U.+ pYz)- qz)(L- P(z)) Us- PY2)Uc

-(1+%2211'22)|1) ap(2)(1- p(2))Ug+ p(2)- ap(z)(1- p(z)) Ug+(1- p(z))U¢ =0

First order condition with respect to I,

(2- p(z.2))ap(2)(1- p(2))Ug+(1- £(2.2,)) p(z)- ap(z)(1- P(z)) UE- (1- p(z))p(2.2)Ue=0
Following first order Taylor series approximation,

U »U,+USL-1), U »U, +2UHL-)and Ug»UG+URKL- 1).

From first order condition with respect to I, and replacing (1- p(zl))Uél: in first order condition,

PYz)- ap¥(2)(1- p(z)) UKL- 1)- pYz)2UHL- 1)
L Ip(@z) ) 2(z) 0 p(z) ), P(2)- ap(z) (- p(2))
Tz p(z,2) p(z,2)
Substituting the Taylor approximation, dividing by U Q and since, and for symmetric firms,

L Ip(z2),, P(2)- @(2)(1- p(2))
1 g p(z2)

where M=0 and since £<0.
m™m

(1+/)L

Ug+ ug =0

[r(L-1)]

pY(z) +apq(2)- ap¥(z) p(2) =- Tyt whereK = & -0
The equation above can be writtenas  p4z)- qp¥(z) p(z) - K&ﬁ,where K =K- gp¥z)>0
For the individual choice of z earlier K =0.From the previous equation Tz 1 >0

K¢ p&(z) 1- ap(2) - apq(z) p(2)
Asaresult IT security investment with liability is greater than without liability. The equation above can be written as

pqz) 1+q- 2qp(2) - K(t:ﬁwhere K&=K - gpqz) p(z)>0.
For the joint choice of z earlier, K @=0. Thus, from the last equation
flz 1

L >0

1Ke¢ p&(z) 1+9- 20p(2) - 2qp%z) pY2)

IT security investment level with liability is higher than social optimum level of IT security investment without
ligbility.

Proof 13: Generalization to Several I nterdependent Firms

Proof is omitted due to space limitation. However, proof is available from authors upon regquest.
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